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1 Introduction

This smbldap-tools aims on helping to use Open Source softwares Linux, Samba and OpenL DAP to replace existing
Microsoft Windows Domain Controler servers. It explains how to set up and use a Linux Departemental Server with Samba
and OpenLDAP to offer central authentication (Domain Controler), file and print sharing for Microsoft Windows and

Unix clients.

1.1 Softwaresused
This howto currently runs for:

. release 3.0.11rcl of Samba,
. Microsoft Windows, Microsoft Windows NT 4.0, Windows 2000 and Windows XP Workstations and Servers,

. Linux RedHat 9 (should work on any Linux distribution anyway l),
. release 2.1.22 of OpenLDAP (should work anyway on any other releases of OpenL DAP, and any implementation of
LDAP serverslike iPlanet Directory for example).

1.2 Updates of this document

The most up to date release of this document may be found on the smbldap-tools project page availableat ht t p: / /
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sanba. | DEALX. or g/ .

If you find any bugs in this document, of if you want this document to integrate some additional infos, please drop usa
mail with your bug report and/or change request at samba@IDEAL X.org.

1.3 Availability of this document

This document is the property of IDEALX (ht t p: // www. | DEALX. com).

Permission is granted to distribute this document under the terms of the GNU Free Documentation License (See
http://ww.gnu.org/copyleft/fdl.htm).

2 Context of thisHowto

This Howto aims at helping to configure an Samba + OpenL DAP Primary Domain Controler for Microsoft
Windows Workstations (and, using nss_ldap and pam_ldap, a unique source of authentification for all workstations,
including Linux and other Unix systems).

For the need of this howto, we took some snakeoils global parameters and default guidelines which are explained hereafter.
2.1 Global parameters
For the need of our example, we settled the following context:

. All workstations and servers are in the same LAN 192.168.1.0/24,

. DNSresolution is okay (using Bind or Djbdns for example), and out of the scope of this Howto g,

. Wewant to configure the Microsoft Windows NT Domain named IDEALX-NT,

. Wewill have a central Primary Domain Controler named PDC-SRV (netbios name) on the host 192.168.1.1/32 ,

. Wewant this Primary Domain Controller to be the WINS server and the Master Browser Server of the IDEALX-NT domain,
. All authentifications objects (users and groups) will be stored on an OpenL DAP server, using the base DN: dc=idealx,dc=org,
« Usersaccounts will be stored in ou=Users,dc=ideal x,dc=org,

. Computers accounts will be stored in ou=Computers,dc=idealx,dc=org,

. Groups accounts will be stored in ou=Groups,dc=idealx,dc=org.

2.2 RedHat base

In this Howto, we took the RedHat/Linux 9 as a base, and made RPM packages for software component involved in this
Howto (Samba, OpenLDAP, smbldap-toals, ...) to ease you installing this configuration.

Of course, this do not mean Samba only run on RedHat/Linux nor RedHat/Linux is a better Linux distribution than

Debian GNUY/Linux. The choice of RedHat/Linux present the advantage to be quickly reproductible by anybody (RedHat
Linux is very common on the server market nowadays, and supported by many vendors). However, we presented in section
17 all .spec files used by our packagesto help you install and compile the used softwares on your favorite Linux (or any
other Operating System in fact).

All available RPM (and SRPM) packages are available on the smbldap-tools project home pageat ht t p: / /
sanba. | DEALX. org/ .

2.3 FHS, L SB and High Availability

Installing and compiling the key softwares (Samba and OpenLDAP), we tried to keep in mind two key principles:

1. we must enforce File Hierarchy Standard (FHSg) recommandations,

2. we should follow the Linux Standard Base (LSB4) recommandations
3. we must think our Primary Domain Controler may be used in a High Available configuration (in afutur revision of
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this Howto).

Let us know if you think one of these key principles were not correctly enforced: drop a mail to samba@IDEAL X.com.

3 Installation

To stick to this Howtog, you must have the following requirements prior to download anything:

. Fedora Corerelease 2 installed and operationa (network included) §
. you must be prepared (if not already done) to use pam_Idap and nss_Idap (we'll see later how to configure them correctly).

Additionnaly, you must download and install packages:

. OpenLDAP,

. Samba,

. nss_|dap and pam_|dap,
. smbldap-tools.

The smbldap-tools are available on the project page (ht t p: / / sanba. | DEALX. or g/ di st /); others are part of the

Fedora Core release 2 distribution. Only OpenL DAP was downloaded separatly because of the old version available in
the distribution.

3.1 OpenLDAP 2.1.29

At the date we wrote this document, release 2.1.290f OpenL. DAP was considered stable enough to be used in
production environment. We use the release of OpenL DAP provided with Fedora Core release 2. Packages that need to
be downloaded are :

. core components: openldap-2.1.29-1
. server components: openldap-servers-2.1.29-1,
. clients components: openldap-clients-2.1.29-1

Once downloaded, install the following packages on your system:
rpm -Uvh openl dap-2.1.29-1.i386.rpm

rpm - UWh openl dap-servers-2.1.29-1.i386.rpm
rpm -Uvh openl dap-clients-2.1.29-1.i386.rpm

3.2 Samba 3.0.11rcl

Samba 3.0.11rcl isthe latest release of Samba 3 branch (at the date of this Howto redaction, and used by this Howto). To
use Sambawith LDAP, ther's no need of compilation options to Samba as LDAP is the default backend used with

classic RedHat's Samba packages.

Samba package can be dowloaded on the samba project I

Just download the sanba packages and install them on your system:

rpm-Uvh sanba-3.0.10-2.i 386.rpm
rpm-Uvh sanba-client-3.0.10-2.i386.rpm
rpm - Uvh sanba-conmon-3. 0. 10-2.i 386.rpm

Of course, you can aso use the default RedHat package.

3.3 smbldap-tools 0.8.8
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smbldap-toolsis a package containing some useful scripts to manage users/groups when you're using LDAP as source of
users/groups datas (for Unix and for Samba). We used those scripts in this Howto to add/del ete/modify users and groups.

smbldap-tools are included in the Samba source tree scince release 2.2.5 8, but you will find RPM and SRPM S packages on
the smbldap-tool s project page.

For this Howto, just download smbldap-tools release 0.8.8 RPM and install it:

rpm - Uvh snbl dap-t ool s-0.8.8-1.i386.rpm

smbldap-tools will continue to evoluate. Consult the Changel og in the CV S source tree to seeif changes are interesting
for your context. For this Howto setup however, we encourage you to use release 0.8.8 as they are sufficient for the limited
use they cover

4 Configuration

4.1 OpenLDAP

You'll need to configure your OpenLDAP server for it to act asa SAM database. Following our context example, we
must configureitto:

. accept the Samba 3.0.11rc1 LDAP V3 schemag,
. runon the base DN dc=idealx,dc=0rg,
. contain the minimal entries needed to start using it.

For the needs of this Howto example, we have used the following LDAP DIT:
(using Rel ative DN notation)

dc=I DEALX, dc=0RG

--- ou=Users : to store user accounts for Unix and W ndows systens
--- ou=Conputers : to store conputer accounts for Wndows systens

--- ou=Goups : to store systemgroups for Unix and W ndows
| systems (or for any other LDAP-aware systens)

T--- ou=DSA : to store special accounts (sinpleSecurityQbject)
systems (or for any other LDAP-aware systens)

This DIT is compliant with recommandations from RFC 2307bis. We did not use ou=Host to store computer accounts as
there is a difference between TCP/IP hosts and Microsoft Windows computer accounts. We used ou=DSA to store
specific security accounts for LDAP Clients, in the context of the smbldap-tools (look at the 5 section for more details

and example).

Y ou may choose to use another LDAP tree to store objects: for example, all accounts (shadowA ccounts
and sambaSAMA ccounts) "under” the same DN. We choosed this DIT because of the compliance with RFC
2307bis recommandations, and because we think it's clearer for human comprehension this way.

Using Samba 3.0.11rc1 and OpenLDAP, we will store:

. Microsoft Windows user accounts using sambaSAM A ccount object class (samba.schema),

« Microsoft Windows computer accounts (ie. workstations) using sasmbaSAM A ccount object class,

. Unix user accounts using posixA ccount objectclass and shadowA ccount objectclass for the shadow suite password
(nis.schema)

. Users groups using posixGroup and sambaGroupM apping object classes 10
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. security accounts used by software clients (Samba and Linux) using simpleSecurityObject (core.schema) object class.
4.1.1 Schemas

The Samba schema must be supported by the OpenL DAP server. To do so, and using the smbldap-tools OpenLDAP
RedHat packages, just verify that your /etc/openldap/slapd.conf include the lines like the example hereafter:

i ncl ude [ et c/ openl dap/ schema/ cor e. schemn

i ncl ude / et ¢/ openl dap/ schema/ cosi ne. schena

i ncl ude / et c/ openl dap/ schena/ i net or gper son. schena
i ncl ude / et c/ openl dap/ schena/ ni s. schenma

i ncl ude / et ¢/ openl dap/ schemna/ sanba. schena

Asyou can see, we use the inetOrgPerson objectclass because we want to merge organizational with technical data. Doing
so will ease administration as a user account will be used to define:

1. ahuman user in your company,
2. auser account for Microsoft Windows and Unix systems,
3. auser account for any L DAP-aware application.

Doing so is not mandatory: feel free to use a context who feet your needs better if thisway is not the one you want to follow.

Note that we use the samba.schema shipped with Samba release 3.0.11rcl sources.
4.1.2 Server configuration

Configure the slapd server to be a master server on the following suffix: dc=idealx,dc=org. Thiswill result in the
following linesin slapd.conf configuration files:
dat abase bdb

directory /var/lib/ldap

suf fix "dc=I DEALX, dc=0ORG'

root dn "cn=Manager, dc=I DEALX, dc=0RG'

i ndex obj ect O ass, ui dNunber, gi dNunber eq

i ndex cn, sn, ui d, di spl ayName pres, sub, eq
i ndex menber Ui d, mai | , gi vennane eq, subiniti al

i ndex sanbaSl D, sanbaPri mar yGr oupSI D, sanbaDonai nNane eq

Then, position Access Control Liststo protect your datas. Thiswill result in the following linesin the configuration file:
access to attrs=userPassword, sanbaLMPasswor d, samrbaNTPasswor d
by self wite
by anonymous auth
by * none
access to *
by * read

Finally, define the Root DN password for your server. Thiswill result in the following lines:
r oot pw nysecr et pwd

Don't forget to place mode 600 on file/etc/openldap/slapd.conf to protect your Root DN password, if not already set. Y ou
can also set a hashed password in that file: usethe sl appasswd command. For example, to have the word

mysecretpwd hashed with the SSHA algorithm, use the command
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[root@toile]$ slappasswd -h {SSHA} -s nysecret pwd
{ SSHA} X+Qv 3l KnVB/ oov2uvC6l d1nf EkgYaPrd

Available algorithm are CRY PT, MD5, SMD5, SSHA, and SHA. The default is SSHA. The resulting lines in the file/
etc/openldap/slapd.conf will then be
r oot pw { SSHA} X+Qv 3l KnVB/ oov2uvC6l d1nf EkgYaPrd

4.1.3 Clientsconfiguration

Configure default settings for LDAP clients by editing /etc/openldap/ldap.conf like in the following example:
HOST 127.0.0.1
BASE dc=I DEALX, dc=0Rg

4.1.4 Start the server

Finally, start your OpenL DAP server using the following

/etc/init.d/ldap start

Everything should work fine. If not:

. verify your configuration files,

. verify that the configuration file/ et ¢/ openl dap/ sl apd. conf and the directory /var/lib/ldap exist and are owned by
the user who run slapd (Idap user for RedHat OpenL. DAP packages),

. consult the OpenL DAP documentation.

4.2 Linux Operating System

Y ou need to tell you Linux box to use LDAP using pam_ldap and nss_|dap. Then, you should run nscd and finish your
system LDAP configuration.

4.2.1 pam_ldap, nss |dap and nscd

Use authconfig {0 activate pam_ldap :

. Cache Information

. UseLDAP

. dont select 'Use TSL'

. Server: 127.0.0.1

. Base DN: dc=ided x,dc=org
. Use Shadow Passwords

. Use MD5 Passwords

. Use LDAP Authentification
. Server:127.0.0.1

. Base DN: dc=idealx,dc=org

Cache Information mean you're using nscd (man nscd for moreinfo) : if you're going to use pam_ldap and nss_|dap,
you should really useit for optimization.

If you don't rely on "authconfig', you can edit your /etc/pam.d/system-auth by hand, to have something like the following:
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#9YPAM 1. 0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run

aut h required /1ib/security/pam env. so

aut h suf ficient /1ib/security/pamunix.so |ikeauth null ok
aut h sufficient /1ibl/security/pam]|dap.so use first pass
aut h required /1iblsecurity/pam deny. so

account required /1ibl/security/pamunix.so

account sufficient /1ibl/security/ pam|dap. so

password required /1iblsecurity/pamcracklib.so retry=3 type=
password sufficient /1iblsecurity/pam unix.so null ok use_authtok nd5 shadow
password sufficient /1ibl/security/ pam| dap.so use_aut ht ok
password required /1iblsecurity/pam deny. so

session required /lib/security/pamlinmts.so

sessi on required /1ibl/security/pam unix. so

sessi on opti onal /1ib/security/pam|dap.so

Warning: aspecial attention must be taken about the account sufficient parameters as it seems RedHat authconfig tools place
it as'required' in any case (which is not the way you'll need).

4.2.2 [etc/ldap.conf
Edit your /etc/Idap.conf to configure your LDAP parameters:

. host: LDAP server host,

. base: distinguished name of the default search base,

. nss_base passwd: naming context for accounts,

. Nnss_base group: naming context for groups,

. rootbinddn and associated password: the distinguished name used to bind if effective ID isroot (to allow root to change
any user's password for example).

Which should be like the following:
# Your LDAP server. Mist be resol vabl e without using LDAP.
host 127.0.0.1

# The di stingui shed nane of the search base.
base dc=I DEALX, dc=0ORG

# The di stinguished nane to bind to the server with if the effective user
ID

# is root. Password must be stored in /etc/ldap.secret (node 600)

r oot bi nddn cn=nssl dap, ou=DSA, dc=I DEALX, dc=CRG

# RFC2307bi s nami ng contexts

nss_base passwd ou=User s, dc=I DEALX, dc=0RG?0one
nss_base passwd ou=Conput er s, dc=I DEALX, dc=0ORG?0one
nss_base_ shadow ou=User s, dc=I DEALX, dc=0RG?0one
nss_base_group ou=G oups, dc=I DEALX, dc=0ORG?0ne

# Security options
ssl no
pam password nmd5

# - The End
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4.2.3 /etc/ldap.secret

You must place in thisfile, protected by mode 600, the bind password associated with the distinguished name used by
nss_|dap to bind to the OpenL DAP directory when the local user isroot. In our example, this file must contain the
following password:
nssl dapsecr et pwd

4.2.4 [etc/nsswitch.conf

Edit your /etc/nswitch.conf to configure your Name Service Switch to use LDAP for users and groups:

# significative entries for /etc/nssw tch. conf
usi ng

# Sanba and OpenLDAP

passwd: files Idap

shadow: files Idap

group: files Idap

A complete sample /etc/nsswitch.conf is presented in section 17.1.4.
4.3 Samba

Here, we'll configure Samba as a Primary Domain Controler for the Microsoft Windows NT Domain named IDEALX-NT
with the SAM database stored in our OpenLDAP server.

4.3.1 Configuration

We need to configure /etc/samba/smb.conf like in the example of 17.1.3, assuming that :

« Our Microsoft Windows NT Domain Name will be: IDEALX-NT

« Our server Netbios Name will be : PDC-SRV

« Our server will alow roving/roaming profiles

. All sambashare will rely on /home/sambal* excepted for home directories (always on /home/USERNAME).
. Weredly want our Samba-LDAP PDC server to be the domain browser on the LAN.

Edit your /etc/samba/smb.conf like in the example of 17.1.3 to configure your Samba server. Let make some remarques
about thisfile:

The global section

This section alow you to configure the global parameter of the server. Here takes places all the parameters we defined in
the previous paragraph. We also have defined the program used for a user to change his password (passwd program) and
the dialog used between the server and the user during the change.

The option "add machine script" allow smbd to add, as root, a new machine account in the doamin. When a machine
contact the domain, this script is called and the new machine's account is created in the domain. This makes easily

the administration of machine's account. For security reason, the only account allowed to join computer in the domain is
the "Administrator" which is a privilege account.

For french users, we added a line that allow smbd to map incoming filenames from a DOS code page. This option is very
useful if you want that files and directories in your profiles are saved with all the accents they have. Don't forget to read

the man page for more detail: this option is a Western European UNIX character set. The parameter client code page MUST
be set to code page 850 in order for the conversion to the UNIX character set to be done correctly.
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wor kgroup = | DEALX- NT

net bi os name = PDC- SRV

enabl e privileges = yes

server string = SAVBA- LDAP PDC Server

#uni x password sync = Yes

#passwd program = /usr/ | ocal / sbi n/ snbl dap- passwd -u %

#passwd chat = "Changi ng password for*\nNew password*" %\ n "*Retype new
password*" 9%\ n"

| dap passwd sync = Yes

; SAMBA- LDAP decl arati ons

passdb backend = | dapsam | dap://127.0.0.1/

# ldap filter = (& objectclass=sanmbaSamAccount) (ui d=%))
| dap adnin dn = cn=Manager, dc=I DEALX, dc=0RG

| dap suffix = dc=I DEALX, dc=0RG

| dap group suffix = ou=G oups

| dap user suffix = ou=Users

| dap machi ne suffix = ou=Conputers

I dap ssl = start_tls

add nmachi ne script = /usr/local/sbin/snbl dap-useradd -w " %"

add user script = /usr/local/sbin/snbl dap-useradd -m " %"

| dap delete dn = Yes

#del et e user script = /usr/local/sbin/snbl dap-userdel "%"

add group script = /usr/local/sbin/snbl dap-groupadd -p "%"

#del ete group script = /usr/local/sbin/snbl dap-groupdel "%"

add user to group script = /usr/local/sbin/snmbldap-groupnod -m " %" " %"

del ete user fromgroup script = /usr/local/sbin/snbl dap-groupnod -x "%" "9%"
set primary group script = /usr/local/sbin/snbldap-usermod -g "%" " %"

Dos charset = 850
Uni x charset = |S08859-1

The shar es sections

Here takes place all the share sections. In particular, we can define al the user's home directories which are defined by
the [homes] section:

comrent = Home Directories
valid users = %J

read only = No

create mask = 0664
directory mask = 0775
browseabl e = No

Users profile will be stored in the share named [ pr of i | es] . Thisistheroot directory for profiles and the Idap

variable sambaPr ofilePath specify exactly the path for each users. For example if the sambaProfilePath is set to
PDC-SRV profilestestuser, than the profile directory for user testuser is/home/samba/profiles/testuser/. Make sure to have
the right permissions for this directory. The sticky bit must be set. Make a simple chmod 1777 /home/samba/profiles and it
will be ok. Don't forget that the system doesn't take this change immediately. Y ou should wait several minutes before

any profile takes place.
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pat h = /home/ sanbal/ profiles

read only = No

create mask = 0600

directory mask = 0700

browseabl e = No

guest ok = Yes

profile acls = Yes

csc policy = disable

# next line is a great way to secure the profiles

force user = %)

# next line allows administrator to access al
profiles

valid users = %J @ Domai n Admi ns"

If you want command's file to be downloaded and ran when a user successfully logged in the windows workstation, you have
to define a netlogon section and a netlogon script. The netlogon script must take place in the global section and the script
must be arelative path to the [netlogon] service. For example, if the [netlogon] service specifies a path of /home/
samba/netlogon (like in our example), then if the script is defined as logon script = STARTUP.BAT, the file that will

be downloaded is /home/samba/netlogon/STARTUP.BAT. Finally, we defined a doc section that authorized everybody

to browse the /usr/share/doc documentation directory.

| ogon script = STARTUP. BAT

[ netl ogon]
pat h = / home/ sanba/ net| ogon/
browseabl e = No
read only = yes

[ doc]
pat h=/usr/ shar e/ doc
publ i c=yes

writ abl e=no

read only=no
create mask = 0750
guest ok = Yes

For example, we could have the STARTUP.BAT script that set the documentation directory mounted on the "J' volume
on windows clients. Another useful command set windows time synchronized to the server's one:

NET USE J: \\PDC- SRW doc
NET TI ME \\ PDC- SRV / SET [/ YES

4.3.2 Preparation

Y ou must create some directories, according to your /etc/samba/smb.conf :
nkdi r /hone/ sanba

nkdi r /home/ sanba/ netl ogon

nkdi r /hone/ sanba/ profiles
chnod 1777 /home/ sanba/ profil es

4.3.3 Initial entries
Samba must know the passwd of thel dap admi n dn (cn=Manager,dc=IDEALX,dc=ORG) user you've specified in

smb.conf. Thisuser is used by sambato bind to the directory and must have enough permissions to add/modify accounts
stored in the Idap directory.
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To do so, use the following command (assuming 'mysecretpwd' is the Idap admin dn password, see your /etc/openldap/
dlapd.conf configuration file to be sure) :

[ root @dc-srv sanba]# smbpasswd -w nysecr et pwd
Setting stored password for "cn=Manager, dc=l DEALX, dc=ORG' in secrets.tdb

Sambawill store this datas in /etc/samba/secrets.tbd.

Note that this "ldap admin dn" can be another account than the Root DN : you should use another Idap account who
should have permissions to write any sambaSAM A ccount and some posixAccount attrs (see section 5 for
security considerations).

4.3.4 Testing

To validate your Samba configuration, use testparm who should return 'Loaded services file OK."' without any warnings
nor unknow parameter. See man testparm for more info.

4.4 smbldap-tools scripts

Finally, you must configure your smbldap-tools to match your system and LDAP configuration. This can be done in the
two files /etc/opt/I DEALX/smbl dap-tool s/smbldap.conf and /etc/opt/| DEALX/smbldap-tool s/smbldap_bind.conf.

4.4.1 Configuration

. the/etc/opt/I DEALX/smbldap-tools/smbldap.conf file You'll find some other configuration options in this configuration
file: those are the default values used by smbldap-tools when creating an account (user or computer). Feel free to change
those values if desired. Consult the smbldap-tools documentation for more information about configuration parameters.
The main option that you need to defined now is the domain secure ID (Sl D). You can obtain its value using the
following command

net getlocalsid

Note that you need to start samba for several minutes for this command to successfull finished)
. the /etc/opt/| DEALX/smbldap-tools/smbldap_bind.conf file and configure them according to your LDAP
configuration (RootDN password and LDAP server @I P address). Y ou'll find two confusing entries: slaveL DAP
and masterL DAP. For our first example, those two LDAP servers will be the same one, but in areal life configuration, you
may want to have a slave server to serve all your read request, and one dedicated to write request. Anyway, in the
current example, as we build the PDC using Samba and OpenL DAP on the same host, you should specify 127.0.0.1 for the
two LDAP servers.
Note that you can't put hashed password here ! This configuration file must then be readable only for root.

4.4.2 Initial entries
We need to add some initial entries on the new configured OpenLDAP server:

1. baseentries:
o base DN: dc=idealx,dc=0rg
o base organizational categories (ou=Users,dc=idealx,dc=org, ou=Groups,dc=ideal x,dc=org and, ou=Computers,
dc=idealx,dc=org)
2. security accounts later used by software clients (Samba and Linux):
o Samba server DN: cn=samba,ou=DSA ,dc=idealx,dc=org
o Linux DN: cn=nssldap,ou=DSA ,dc=ideal x,dc=org
o smbldap-tools DN: cn=smbldap-tools,ou=DSA ,dc=ideal x,dc=org

The easiest way to set up your directory and add the default base entries can be done using the snbl dap- popul at e
.12
script ==
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[root @toil e root]# snbl dap- popul ate
Popul ating LDAP directory for domain | DEALX-NT (S-1-5-21-4205727931-
4131263253-1851132061)

(usi

addi
addi
addi
addi
addi
addi
addi
addi
addi
addi
addi
addi
addi
addi
addi
addi

ng builtin directory structure)

ng new entry: dc=i deal x, dc=org

ng new entry: ou=Users, dc=i deal x, dc=org

ng new entry: ou=G oups, dc=i deal x, dc=or g

ng new entry: ou=Conputers, dc=i deal x, dc=org

ng new entry: uid=root, ou=Users, dc=i deal x, dc=org

ng new entry: ui d=nobody, ou=Users, dc=i deal x, dc=org

ng new entry: cn=Domai n Adni ns, ou=G oups, dc=i deal x, dc=or g

ng new entry: cn=Donain Users, ou=G oups, dc=i deal x, dc=org

ng new entry: cn=Domai n Guests, ou=G oups, dc=i deal x, dc=or g

ng new entry: cn=Domai n Conput ers, ou=G oups, dc=i deal x, dc=org
ng new entry: cn=Adm ni strators, ou=G oups, dc=i deal x, dc=org
ng new entry: cn=Account Operators, ou=G oups, dc=i deal x, dc=org
ng new entry: cn=Print Operators, ou=G oups, dc=i deal x, dc=org
ng new entry: cn=Backup QOperators, ou=G oups, dc=i deal x, dc=org
ng new entry: cn=Replicators, ou=G oups, dc=i deal x, dc=or g

ng new entry: sanbaDonai nNanme=I DEALX- NT, dc=i deal x, dc=org

Pl ease provide a password for the domain root:
Changi ng password for root

New

password :

Ret ype new password :

The sanbaDonai nNane=| DEALX- NT, dc=i deal x, dc=or g entry define the samba domain and specialy it's

domain SID. We also use it to defined the next uidNumber and gidNumber available for creating new users and groups.
The default values for those numbers are 1000. Y ou can change it with the - u and - g option. For example, if you want the

first available value for uidNumber and gidNumber to be set to 1500, you can use the following command :

snbl

The'

dap- popul ate -u 1550 -g 1500

Administrator' user's password, ie the root account password isimmediatly defined. In fact, any user placed in

the "Domain Admins" group will be granted Windows admin rights for the domain, but only the Administrator account
isalowed to join computersto the domain.

Once added, you should add the security accounts for Samba and Linux. To proceed, copy/paste the accounts defined in
section 17.3 and add them in the directory with the following command:

| dapadd -x -h | ocal host -D "cn=Manager, dc=I DEALX, dc=ORG' -f snbl dap-dsa.ldif -W

Final

ly, set the default password to those accounts:

. the Samba security account, using 'sambasecretpwd' password:
| dappasswd -x -h | ocal host -D "cn=Manager, dc=I DEALX, dc=ORG' -s sanbasecret pwd \
- W cn=sanba, ou=DSA, dc=I DEALX, dc=0RG
. theLinux (nss_ldap) security account, using 'nssldapsecretpwd' password:
| dappasswd -x -h local host -D "cn=Manager, dc=I DEALX, dc=ORG' -s nssl dapsecret pwd \

- Wcn=nssl dap, ou=DSA, dc=I DEALX, dc=0RG

. the smbldap-tools security account, using ‘'smbldapsecretpwd' password:
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| dappasswd -x -h | ocal host -D "cn=Manager, dc=I DEALX, dc=ORG' -s snbl dapsecret pwd \
- W cn=snbl dap-t ool s, ou=DSA, dc=I DEALX, dc=0RG

(type your admin DN password, 'mysecretpwd' to compl ete the command when prompted).
4.5 Test your system
To test your system, we'll create a system account in LDAP (say 'testuser'), and will try login as this new user.

To create a system account in LDAP, use the srnbldap—useraddL3 script (assuming you have aready configured your
smbldap-tools):

[ root @dc-srv tnp]# snbl dap-useradd -mtestuserl
[ root @dc-srv tnp]# snbl dap- passwd testuserl
Changi ng password for testuserl

New password :

Ret ype new password :

Then, try to login on your system (Unix login) as testuserl (using another console, or using ssh). Everything should work fine :

[ user @ost-one: ~] $ ssh testuser1l@dc-srv
testuser 1@dc-srv's password:
Last login: Sun Dec 23 15:49:40 2004 from host-one

[testuser1@dc-srv testuserl]$ id
ui d=1000(t estuser1l) gi d=100(users) groupes=100(users)

Dont forget to delete this testuserl after having completed your tests:

[ root @dc-srv]# snbl dap-userdel -r testuserl

5 Security considerations

5.1 Use an account which isnot Root DN

In thisHOWTO, we're using the Root DN : the Idap admin dn should be another account than Root DN : you should
use another ldap account who should have permissions to write any sambaSAMA ccount and some posixAccount attributes.

So if you don't want to use the cn=Manager , dc=i deal x, dc=or g account anymore, you can use a dedicated account
for Samba and another one for the smbldap-tools scripts. The two users were created in section 4.4.2 in the DSA

branch: cn=sanba, ou=DSA, dc=i deal x, dc=or g and cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=or g.
If the password set for thoses account were respectivly samba and smbldap-tools, you can modify the configuration files
asfollow (of course, you can use the same account for both samba and smbldap-tools) :

. file/ etc/ opt/ 1 DEALX/ snbl dap-t ool s/ snmbl dap_bi nd. conf

sl aveDN=" cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=or g"
sl avePw="snbl dapsecr et pwd"

mast er DN=" cn=snbl dap- t ool s, ou=DSA, dc=i deal x, dc=or g"
mast er Pw="snbl dapsecr et pwd"

. file/ et ¢/ sanbal/ snb. conf
[ dap adm n dn = cn=sanba, ou=DSA, dc=i deal x, dc=org

don't forget to also set the samba account password insecr et s. t db file:
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snbpasswd -w sanbasecr et pwd

. file/ et ¢/ openl dap/ sl apd. conf : many access control list must be set :

o samba user need write access to all samba attributes and some others (uidNumber, gidNumber ...).
o snbl dap-t ool s must have write access to add or delete new users, groups or computers account

o nssl dap aso heed write access to unix password attribute (for example if a user want to change his password with
the passwd command).

# users can authenticate and change their password
access to attrs=userPassword, sanbaNTPasswor d, sanbalLMPasswor d, sanbaPwdLast Set ,
sambaPwdMust Change

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=nssl dap, ou=DSA, dc=i deal x, dc=org" write

by self wite

by anonynous auth

by * none
# some attributes need to be readabl e anonymously so that 'id user' can answer
correctly
access to attrs=objectd ass, entry, honeDirectory, uid, ui dNunber, gi dNunber, nenber Ui d

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by * read
# somme attributes can be witable by users thensel ves
access to attrs=description,tel ephoneNunber, roonNunber, honePhone, | ogi nShel I , gecos, cn
sn, gi vennane

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by self wite

by * read
# sone attributes need to be witable for sanba
access to attrs=cn, sanbalLMPasswor d, sanbaNTPasswor d, sanbaPwdLast Set , sanbaLogonTi ne,
sambalogof f Ti ne, sanbakKi ckof f Ti ne, sanbaPwdCanChange, sambaPwdMust Change, sanmbaAcct Fl ags,
di spl ayNane, sanbaHonePat h, sanbaHoneDr i ve, sanbaLogonScri pt, sanbaPr of i | ePat h,
descri ption, sanbaUser Wor kst at i ons, sanbaPri nar yG oupSlI D, sanbaDonai nNane,
sanbaMungedDi al , sanbaBadPasswor dCount , sanbaBadPasswor dTi me, sanmbaPasswor dHi st ory,
sambalogonHour s, sanbaSl D, sanbaSI DLi st, sanbaTr ust Fl ags, sanbaG oupType, sanbaNext Ri d,
sanmbaNext GroupRi d, sanbaNext User Ri d, sanbaAl gorit hnmi cRi dBase, sanbaShar eNane,
sanbaOpt i onNane, sanbaBool Opt i on, sanbal nt eger Opti on, sanbaStri ngOpti on
sanbaSt ri ngLi st opti on, sanbaPri vi | egelLi st

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by self read

by * none
# sanba need to be able to create the sanba domai n account
access to dn. base="dc=i deal x, dc=or g"

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by * none
# sanba need to be able to create new users account
access to dn="ou=Users, dc=i deal x, dc=or g"

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by * none
# sanba need to be able to create new groups account
access to dn="ou=G oups, dc=i deal x, dc=or g"

by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite

by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite

by * none
# sanba need to be able to create new conputers account
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access to dn="ou=Conputers, dc=i deal x, dc=or g"
by dn="cn=sanba, ou=DSA, dc=i deal x, dc=org" wite
by dn="cn=snbl dap-t ool s, ou=DSA, dc=i deal x, dc=org" wite
by * none
# this can be onitted but we |l eave it: there could be other branch
# in the directory
access to *
by self read
by * none

5.2 Secureconnections; use TLS!

In thisHOWTO, whe are using clear LDAP transport between Samba and OpenLDAP. As both servers implement SSL,
you should use TLS transport instead.

If you want to use TLS, you have to create a certificate for each servers. Certificates can be self-signed but it is preferable
to have certificates signed by the same authority (CA) if OpenLDAP is configured so that client are
requested (TLSVeri fyCl i ent demand in dapd.conf file).

The next paragraphs illustrate the few steps needed to set up an example CA and how to create a server's certificate signed
by the CA. Refer to the appropriate documentations for more informations (for exampleht t p: / / ww. openl dap.

or g/ pub/ ksoper/ OpenLDAP TLS howt o. ht nl).

Y ou may also want to take alook at IDX-PKI for installing the real thing. Seeht t p: / / ww. i deal x. com
sol utions/i dxpki/ for moreinformations.

Remember one important thing: certificates are created with their common name hardcoded in the certificate. Each time
you want to connect to the server in secure mode, you must contact it using this name (and not it's IP address, unless you
set it's common name to the | P address)!

Certificates creation

For this example, we'll create a CA authority. Next, we'll create a certificate for the server | dap. i deal x. comwich will
be signed by the CA.

1. createthe CA key and certificate
o create directory structure

nkdir certs c¢sr datas Kkeys private datas/ca.db.certs

touch private/ca. key datas/ca. db. seri al
cp /dev/null datas/ca.db.index

o Generate pseudo-random bytes

openssl rand 1024 > datas/randombits

o create the key for the CA: apass phrase will be asked to you. Don't forget it: it will be asked to you each time you want
to create anew certificate's server.

openssl genrsa -des3 -out private/ca. key 1024 -rand datas/randombits
chnod 600 private/ca. key

Warning: key theca. key private!
o Self-sign the root CA

openssl req -new -x509 -days 3650 -key private/ca.key -out certs/ca.pem

http://www.iallanis.info/smbl dap-tool ’docs/samba-|dap-howto/ (17 of 60) [6/23/2008 5:07:47 PM]


http://www.openldap.org/pub/ksoper/OpenLDAP_TLS_howto.html
http://www.openldap.org/pub/ksoper/OpenLDAP_TLS_howto.html
http://www.idealx.com/solutions/idxpki/
http://www.idealx.com/solutions/idxpki/

The Linux Samba-OpenL DAP Howto (Revision: 1.10)

o create aconfiguration ca. conf filefor the CA

kept

kept

default _ca

[ default_CA ]
dir

certs

new certs dir

dat abase

seri al

RANDFI LE

certificate
private_key

def aul t _days
default _crl _days
default _nd

preserve
x509 ext ensi ons
policy

[ policy_anything ]
count r yNanme

st at eOr Provi nceNane

| ocal i t yName

or gani zat i onName

or gani zat i onal Uni t Nane
commonNanme
emai | Addr ess

[ server_cert ]

#subj ect Keyl denti fi er
aut horityKeyldentifier
ext endedKeyUsage

basi cConstraints

default CA

.lcerts
./ datas/ca.db.certs

./ dat as/ ca. db. i ndex
./ dat as/ ca. db. seri al
./ datas/randombits
./ certs/ca. pem
.Iprivatelca. key
730

30

nmd5

no

server_cert

pol i cy_anyt hi ng

opti onal
opti onal
opti onal
opti onal
opti onal
suppl i ed
opti onal

hash
keyi d: al ways

H*

HHHHHR

Where everything is kept
Where the issued certs are

Where the issued crl are

dat abase index file

The current serial nunber
private random nunber file
The CA certificate

The private key

server Aut h, cl i ent Aut h, ns SGC, nsSGC

critical, CA: fal se

o initialize the serial database

echo '01' > datas/ca.db.serial

2. createthe server key and certificate for | dap. i deal x. comserver
o createthe key for the server | dap. i deal x. com

openssl

genrsa -out keys/|dap.ideal x. com key 1024

o create certificate data for |dap.idealx.com: when asking you for the Common Name, you must set the full qualified name of
the server, iel dap. i deal x. com

openssl

req -new -key keys/|dap.ideal x.com key -out csr/|dap.ideal x.com csr

o sign the ldap.idealx.com certificate with the CA one

openssl
i deal x.

o extract th

perl -n -e 'm BEG N CERTI FI CATE/ && do {$$seen=1};

ca -config ca.conf -out certs/Idap.ideal x.comtxt

com csr

e |dap.idealx.com certificate

| dap. i deal x.comtxt > certs/|dap.ideal x.com pem
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o you can aso verify the certificate

openssl verify -CAfile certs/ca.pemcerts/| dap.ideal x.com pem

3. you then have the three files you need for setting up properly the configuration's server :
o ./ certs/ ca. pem:theCA certificate

o ./certs/|dap.ideal x. com pem: theldap server certificate
o ./ keys/ I dap.ideal x. com key : and it's associated key

Configure the smbldap-tools scripts

The smbldap-tools scripts will connect to the secure directory. We'll then need to create a certificate for thisclient :
usesnbl dap-t ool s ascommon name.

Update the configuration file/ et ¢/ opt / | DEALX/ snbl dap-t ool s/ snbl dap. conf :

. activatethe TLS support
| dapTLS="1"
. thefilethat contains the client certificate
clientcert="/etc/opt/| DEALX/ snbl dap-t ool s/ snbl dap-t ool s. pent

. thefilethat contains the private key that matches the certificate stored in the clientcert file
clientkey="/etc/opt/|DEALX/ snbl dap-t ool s/ snbl dap-t ool s. key"

. the PEM-format file containing certificates for the CA's that slapd will trust.
cafile="/etc/opt/|DEALX/ snbl dap-t ool s/ ca. pent

Configure OpenLDAP

Create a certificate for the OpenL DAP server with common namel dap. i deal x. com
Update the configuration file/ et ¢/ openl dap/ sl apd. conf and set:

. thefilethat containsthe server certificate
TLSCertificateFile | dap.ideal x. com pem

. thefilethat contains the private key that matches the certificate stored in the TLSCertificateFilefile
TLSCertificateKeyFile | dap.ideal x. com key

. the PEM-format file containing certificates for the CA's that slapd will trust
TLSCACertificateFile ca.ideal x.com pem

Y ou can also request avalid certificate to all incoming TLS session :
. TLSVerifyClient demand
Configure Samba

Simply add onelinein the configuration file/ et ¢/ sanba/ snb. conf :
. ldap ssl = start tls

Configurethe linux operating system

Check that the/ et ¢/ | dap. conf containsthe following informations :

. the OpenLDAP server
host | dap.ideal x. com

. the distinguished name of the search base
base dc=i deal x, dc=org

. require and verify server certificate
tl s_checkpeer yes
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. the PEM-format file containing certificates for the CA's that slapd will trust.
tls _cacertfile /etc/opt/ | DEALX snbl dap-t ool s/ ca. pem

« OpenLDAP SSL mechanism
ssl start _tls

. if you aso configured OpenLDAP to request avalid certificate to all incoming TLS session (with the

"TLSVerifyClient demand" directive), you have to create a certificate for nss. Then you can add the two following lines :
tls _cert /etc/nss/nss.ideal x.org. pem

tls_key /etc/nss/nss.ideal x.org. key

Be careful to set aproper name for the host directive: it must match the exact name that what given to the OpenLDAP
server certificate. It must also be aresolvable name.

5.3 Backup your datas

TODO: how to backup and restore your PDC !

Crucial ! Some scripts may help do the job (even if not used, the will explain what to backup exactly, and how to restore).
In fact, those scripts just have to backup: config files (Idap, nss, Idap, samba and thds..) and the 'SAM' (so aLDIF may do
the job). An smbldap-backup and smbldap-restore?

6 Start-Stop servers
To:

. start/stop the OpenLDAP server:/etc/init.d/ I dap start/stop
. start/stop the Sambaserver:/etc/init.d/snb start/stop

7 Migrating posix accounts and groups

Pawel Wielaba has written two scripts snbl dap- mi gr at e- uni x- account s and srbl dap- m gr at e- uni x-
gr oups to help you migrating users and groups defined in/ et ¢/ passwd (and/or / et ¢/ shadow) and/ et ¢/ gr oup.

Y ou can find his scripts with the smbldap-tools package (in documentation directory for rpm package). They can aso be
foundonhissite: ht t p: / / www. i em pw. edu. pl / ~wi el ebap/ | dap/ snbl dap-t ool s/ 2/

7.1 usersmigration (from/ et ¢/ shadow)

We suppose that you use the shadow password. We'll then also use the shadow file to migrate password's account.
Users migration should be done asfollow :

1. copy/ et c/ passwd and/ et ¢/ shadowin atemporary directory :
cp /etc/passwd /etc/shadow /tnp/

2. remove all accounts on both file that you not want to be in the directory :

for user in root nobody bin daenon

do

export user

perl -i -pe' s@$ENV{user}:(.*)\n@@ /tnp/passwd
perl -i -pe's@$ENV{user}:(.*)\n@@ /tnp/shadow
done

don't forget to remove the user nobody asit is created when initializing the directory with snbl dap- popul at e.
3. migrate accounts :
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[ usr/ shar e/ doc/ snbl dap-t ool s-*/ snbl dap- ni gr at e-uni x-accounts -a -P /tnp/ passwd -
S /tnp/ shadow

4. remove migrated usersfrom/ et ¢/ passwd and/ et ¢/ shadow

Note : with the - a option on snbl dap- ni gr at e- uni x- account s, the sambaSAMAccount will be added to users.
All users having previously ashell definedin/ et ¢/ passwd will then be able to connect to the server and update
their "windows' password using / opt / | DEALX/ sbhi n/ snbl dap- passwd script.

7.2 groups migration (from/ et c/ gr oup)
WEe'l now migrate all groups definedin/ et ¢/ gr oup file. Migration process should be done asfollow :

1. copy/ et c/ gr oup inatemporary directory :
cp /etc/group /tnp/
2. remove all groups that you not want to be in the directory :
for group in root bin daenon
do
export group

perl -i -pe' s@$ENV{group}:(.*)\n@@ /tnp/group
done

3. migrate groups:

[ usr/ shar e/ doc/ snbl dap-t ool s-*/ snbl dap- ni gr at e-uni x-groups -a -G /tnp/group
4. remove migrated groupsfrom/ et c/ gr oup

Note : with the - a option on snbl dap- m gr at e- uni x- gr oups, the sambaGroupMapping will be added to groups

so that they can be used as "windows" groups (sambawill than mapped unix groups to windows groups). Y ou should
remove this option if you don't want this.

8 Exploitation

8.1 User management
To manager user accounts, you can use:

1. smbldap-tools, using the following scripts:
o smbldap-useradd : to add a new user
o smbldap-userdel : to delete an existing user
o smbldap-usermod : to modify an existing user data
2. idxldapaccounts (webmin module) if you are looking for a nice Graphical User Interface.
3. Microsoft Windows NT Domain management tools
The first method will be presented hereafter.
8.1.1 A LDAP view
First, let's have alook on what isreally a user accounts for LDAP. In fact, there is two kinds of user accounts :

. Posix Accounts, for use with LDAP-aware systems like Unix (Linux using pam_Idap and nss_Idap, in this HOWTO).
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Those kind of accounts use the posixAccount, or shadowA ccount if you are using shadow passwords.
. Samba Accounts, for the use of Samba Windows user accounts (and computer accounts too). Those kind of accounts use
the sambaSAMA ccount LDAP object class (according to the Samba samba.schema).

HeresaLDAP view of an Unix Account (posixAccount in fact, for this HOWTO) :
dn: uid=testuserl, ou=Users, dc=I DEALX, dc=0ORG

obj ectd ass: top

obj ect O ass: account

obj ect d ass: posi xAccount

cn: testuserl

uid: testuserl

ui dNurber: 1000

gi dNunber: 100

honeDi rectory: /hone/testuserl

| ogi nShel | : /bin/bash

gecos: User

description: User

user Passwor d: {SSHA} ZSPoz TWYsy3addr 9y Rbgx8q5K+J24pKz

Heresa LDAP view of a Samba user account (sambaSAMA ccount) :

dn: ui d=testsnbusers?2, ou=Users, dc=i deal x, dc=org

obj ect C ass: top,inetOgPerson, posi xAccount, shadowAccount , sanbaSAMAccount
cn: testsnbusers2

sn: testsnbusers2

ui d: testsnbusers2

ui dNunber: 1000

gi dNunber: 513

honeDi rectory: /hone/testsnbusers2

| ogi nShel | : /bin/bash

gecos: System User

description: System User

sanbalLogonTi me: 0

sanbalLogof f Ti ne: 2147483647

sanbaKi ckof f Ti me: 2147483647

sanmbaPwdCanChange: O

di spl ayNane: System User

sanbaSID: S-1-5-21-4231626423-2410014848- 2360679739- 3000
sanbaPri maryG oupSI D: S-1-5-21-4231626423-2410014848-2360679739-513
sanbalogonScri pt: testsnbusers2. cnd

sanbaProf i | ePath: \\ PDC- SR profil es\testsnbusers2
sanbaHonmePat h: \\ PDC- SRW hone\ t est smbuser s2

sanbaHoneDri ve: H

sanmbalLMPasswor d: 7584248B8D2CIOF9EAAD3B435B51404EE
sanbaAcct Fl ags: [U]

sanbaNTPasswor d: 186CB09181E2C2ECAAC768CA7C729904
sanmbaPwdLast Set: 1081281346

sanmbaPwdMust Change: 1085169346

user Passwor d: {SSHA}j glvOWaeBkynhWasj ei pr xzHxdmrAHd+

Here follow a quick explanation about the attributes used:

Attribute from schema |Usage

cn core usually, the username

uid core username

description core TODO

userPassword core password for Unix systems using NSSPAM LDAP
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displayName inetorgperson |TODO
uidNumber nis the numeric user number (Unix and Samba)
gidNumber nis the primary group number of the user (Unix)
loginShell nis the logon shell used on Unix systems
gecos nis the long form of the username
homeDirectory nis home directory path for Unix systems
sambaPwdL astSet samba Theinteger time in seconds since 1970 when
the Im and ntpasswd were last set.
sambal.ogonTime samba timestamp of last logon
sambal ogoff Time samba timestamp of |ast logoff
sambaKickoff Time samba timestamp of when the user will be logged off automatically
sambaPwdCanChange  [samba timestamp of when the user is allowed to update the password
sambaPwdMustChange |samba timestamp of when the password will expire
sambaPwdL astSet samba timestamp of the last password update
sambaA cctF ags samba specify the type of the samba account
sambaBadPasswordCount |samba Bad password attempt count
sambaBadPasswordTime |samba Time of the last bad password attempt

(W=workstation, U=user, D=disabled,

X=no password expiration,...)

sambaSID samba the secure identifier (SID) of the user

sambaPrimaryGrouplD  |samba the relative identifier (SID) of the primary group
of the user

sambaHomePath samba specifies the path of the home directory for the

user. The string can be null. If homeDriveis set and

specifies adrive letter, homeDirectory should be a

UNC path. The path must be a network UNC path.

Thisvalue can be anull string

sambal ogonScript samba The scriptPath property specifies the path of

the user'slogon script, .CMD, .EXE, or .BAT file.

The string can be null. The path isrelative to the

netlogon share

sambal MmPassword samba the LANMAN password
sambaNT Password samba the NT password (md4 hash)
sambaHomeDrive samba specifies the drive letter to which to map the UNC

path specified by homeDirectory. The drive letter

must be specified in the form "driveletter:" where

driveletter isthe letter of the drive to map.

For example: "Z:"

sambaProfilePath samba specifies a path to the user's profile. Thisvalue

can be anull string, alocal absolute path, or

aUNC path

Table 1: Attributes used for a user Account

8.1.2 Using the smbldap-tools scripts

To manipulate user accounts, we've developped a collection of PERL scripts named smbldap-tools : they provide all the
tools you need to manage user and groups accounts, in aLDAP directory.
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Because we've merged posixAccount, shadowA ccount and sambaA ccount, those scripts may be used to manage Unix
and Windows (Samba) accounts. As most of existing software are LDAP aware, you can use your SAMBA-LDAP PDC to
be an unique source of authentification, and the smbldap-tools may offer you a good base to manage user accounts datas.

In this Howto, we have used the following tools to manage user accounts :

. smbldap-useradd : to add an user account (by default a posixAccount. Using '-a option for a sambaSAM A ccount, -w'
option for a machine sambaA ccount),

. smbldap-userdel : to delete an existing user account

. smbldap-usermod : to modify an user account.

. smbldap-userinfo : to allow users to modify some informations themselves

For adetail used of those scripts, consult the smbldap-tools's documentation on the project homepagelﬁ.

Create a Unix (Posix) user account

To create a new posixAccount (only usefull for Unix) named testposixuser (we'll use 'coucou’ as the password when asked):
[ root @dc-srv testsnbuser?2]# snbl dap-useradd - mt est posi xuser

[ root @dc-srv testsnbuser2]# snbl dap- passwd t est posi xuser

Changi ng password for testposixuser

New password for user testposixuser:
Ret ype new password for user testposixuser:

Create an Samba user account

To create a new sambaSAMA ccount (for use under Unix and Samba) named jdoo (we'll use ‘coucou’ as the password
when asked) :

[ root @dc-srv testsnbuser2]# snbl dap-useradd -a -m-c "John Doo" jdoo
[ root @dc-srv testsnbuser2]# snbl dap- passwd j doo
Changi ng password for jdoo

New password for user jdoo:
Ret ype new password for user jdoo:

Setup an user password

Y ou can use smbldap-passwd as a replacement for the system command passwd and the Samba command smbpasswd:
[ root @dc-srv testsnbuser2]# snbl dap- passwd j doo

Changi ng password for jdoo

New password for user jdoo:

Ret ype new password for user jdoo:

Delete a Posix user account

Just use the following smbldap-tools command:

[ root @dc-srv testsnbuser?2]# snbl dap-userdel -r jdoo

In this example, we wanted to remove the user named 'jdoo’ and his home directory.
Delete a Samba user account

Exactly like for the deletion of an Unix account, just use smbldap-userdel.

Modify an user account

Use the smbldap-usermod to modify a user's account. Options available with the smbldap-useradd script are also available here.
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Another script smbldap-userinfo can be used by users so that they can update their own informations (such

as telephoneNumber, rootNumber, shell, ...) themselves. Note that thisimplies that correct ACL must be defined on
the directory configuration.

8.1.3 Using Idealx Management Console (IMC)
Have alook on the project site (http://www.idealx.org/prj/imc/) for more informations on installation procedure.
8.1.4 Using idxldapaccounts webmin module

If you prefer nice GUI to shell, you should have alook on the idxldapaccounts Webmin module. Seeht t p: / /
webni n. i deal x. or g/ . Thismoduleis available for both samba2 and samba3. Note that idxldapaccounts is not
maintained anymore !

8.1.5 Using the Microsoft Windows NT Domain management tools

Y ou can manager users account using the Microsoft Windows NT Domain management tools. This can be launch using
theusr ngr . exe command in a msdos console

8.2 Group management

A unix group need to be mapped to awindows group if you want it to be seen and used from Microsoft Windows
environment. This can be done automatically.

To manager group accounts, you can Use:

1. smbldap-tools using the following scripts:

o smbldap-groupadd : to add a new group

o smbldap-groupded : to delete an existing group

o smbldap-groupmod : to modify an existing group
2. idxldapaccountsif you are looking for a nice Graphical User Interface.
3. Microsoft Windows NT Domain management tools

The first method will be presented hereafter.
8.2.1 A LDAP view

First, let's have alook on what isreally a posix group account for LDAP. Here'sa LDAP view of a group named unixGroup:

dn: cn=uni xG oup, ou=G oups, dc=i deal x, dc=org
obj ect d ass: posi xG oup

cn: uni xG oup

gi dNunber: 1000

nmenber Ui d: usertestl

menber Ui d: usertest?2

HeresaLDAP view of a Samba group named sambaGroup:

dn: cn=sanbaG oup, ou=G oups, dc=i deal x, dc=org
obj ect d ass: posi xG oup, sanbaG oupMappi ng

gi dNunber: 512

cn: sanbaG oup

description: Sanmba G oup

sanbaSID: S-1-5-21-4231626423-2410014848-2360679739- 3001
sanbaG oupType: 2

di spl ayNane: sanmbaG oup

menber Ui d: t est snbuser 2

menber Ui d: testsnbuserl
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8.2.2 Windows specials groups

The Windows world come with some built-ins users groups :

Group name rid [Group SID |Description
Domain Admins (512 [$SID-512
DomainUsers (513 |$SID-513
Domain Guests (514 |$SID-514
Print Operators {550 |S-1-5-32-550
Backup Operators [551 |S-1-5-32-551
Replicator 552 |S-1-5-32-552

Table 2: Well known rid and corresponding SID of windows administrative groups. $SID refer to the domain secure ID

8.2.3 Using the smbldap-tools scripts

To manipulate groups, we've developped a collection of PERL scripts named smbldap-tools : they provide all the tools
you need to manage user and groups accounts, in a LDAP directory.

Because Samba use posixGroup, those scripts may be used to manage Unix and Windows (Samba) accounts. As most
of existing software are LDAP aware, you can use your SAMBA-LDAP PDC to be an unique source of authentification,
and the smbldap-tools may offer you a good base to manage user accounts datas.

In this Howto, we have used the following tools to manage groups::

. smbldap-groupadd : to add a new group,
. smbldap-userdel : to delete an existing group,
. smbldap-usermod : to modify any group datas (mostly to add or remove an user from a given group).

For adetail used of those scripts, consult the smbldap-tools's documentation on the project homepag&.

8.2.4 Using Idealx Management Console (IMC)

Have alook on the project site (http://www.idealx.org/prj/imc/) for more informations on installation procedure.
8.2.5 Using idxldapaccounts webmin module

If you prefer nice GUI to shell, you should have alook on the idxldapaccounts Webmin module. Seeht t p: / /
webni n. i deal x. or g/ . Note that idxldapaccounts is hot maintained anymore !

8.2.6 Using the Microsoft Windows NT Domain management tools

Y ou can manager users account using the Microsoft Windows NT Domain management tools. This can be launch using
theusr ngr . exe command in a msdos console

8.3 Computer management
To manage computer accounts, we'll use the following scripts (from smbldap-tools) :

. smbldap-useradd : to add a new computer
. smbldap-userdel : to delete an existing computer
. smbldap-usermod : to modify an existing computer data
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Computer accounts are sambaSAM A ccounts objects, just like Samba user accounts are.
8.3.1 A LDAP view

Here'sa LDAP view of a Samba computer account :
dn: ui d=t est host 3%, ou=Conput er s, dc=I DEALX, dc=0RG
obj ectd ass: top

obj ect d ass: posi xAccount

obj ect C ass: sanmbaSAMAccount

cn: testhost3$

gi dNunber: 553

hormeDi rectory: /dev/null

| oginShel | : /bin/fal se

uid: testhost3%

ui dNunber: 1005

sanbaPwdLast Set: 0

sanbalLogonTi me: 0

sanbalLogof f Ti ne: 2147483647

sanbaKi ckof f Ti me: 2147483647
sanbaPwdCanChange: O

sanmbaPwdMust Change: 2147483647

description: Computer Account

rid: O

pri maryGouplD: 0

| mMPasswor d: 7582BF7F733351347D485E46C8E6306E
nt Passwor d: 7582BF7F733351347D485E46C8E6306E
acctFlags: [W ]

TODO: explain the LDIF, present attribute types (from schema) and explain them.
8.3.2 Using the smbldap-tools scripts

To manipulate computer accounts, we've developped a collection of PERL scripts named smbldap-tools: they provide al
the tools you need to manage user and groups accounts, in a LDAP directory.

In this Howto, we have used the following tools to manage user accounts :
. smbldap-useradd : to add a computer account, using -w option,
. smbldap-userdel : to delete an existing computer account ,
.« smbldap-usermod : to modify an existing computer account.
Create a Computer account
To create a computer account, you can use smbldap-tools to manually add accounts :

[ root @dc-srv root]# snbl dap-useradd -w testconputerl

Y ou can also use the automatic procedure within your Microsoft Windows client (see your client chapter: Microsoft
Windows NT, w2k...) for more information.

Delete a Computer account
To delete a computer account, just use smbldap-tools :

[ root @dc-srv root]# snbl dap-userdel testconputerl$

Instead of removing the computer account, you may want to de-activate the Samba Account. The easyest way isto use
the snmbl dap- user nod script asfollow :
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. to disable the computer account : sbl dap- usernod -1 testconputerl$
. enable the computer account : snbl dap- usernbd -1 testconputerl$

You can also use an LDAP browser and modify the ‘acctFlags from [W ] to [WD ] (‘D' indicating 'Disabled’). To re-activate
the computer account, just modifiy [WD ] to [W ]. Sometimes, de/re-activation is a better mean to temporary disable
the workstation for some times.

8.4 Profile management

WARNING : Under writing !

TODO: Howto manage profiles (NT profiles, as Unix do the job since... AT&T time...)
8.4.1 Roaming/Roving profiles

When a Microsoft Windows NT user joined the IDEALX-NT domain, his profile is stored in the directory defined in the
profile section of the samba configuration file. He has to log out for the profile to be saved. Thisis aroaming profile: he
can use this profile from any computer he want. If his personal configuration changed, it will be integrated in his
roaming profile.

In this Howto, we used roaming profiles: the LDAP sambaProfilePath attribute indicate to Samba where to look for
those roaming profile (

PDC-SRV

profiles

testsmbuser2 for example), and the [profiles] section of the /etc/samba/smb.conf indicate to samba how to deal with
those profiles.

Keep in mind that a'regular' roaming profile is about 186 Kb of data (even moreif users uses big GIF or BMP image
as background picture ...): don't forget impact on load/traffic...

8.4.2 Mandatory profiles

The mandatory profile is created by the same way of the roaming profile. The differenceisthat his profile is made read only
by the administrator so that the user can have only one fixed profile on the domain.

To do so, rename the file NTuser.dat to NTuser.man (for MANdatory profile), and remove the right access bit. For
our testsmbuser1 user, you'll have to do:

nmv /opt/sanbal/ profil es/testsnbuser1/ NTUSER. DAT /opt/sanba/ profil es/
t est snbuser 1/ NTUSER. MAN
chnod -w /opt/sanbal/ profil es/testsnbuser 1/ NTUSER. MAN

Thisway, you may want to set up a common user profile for every user on the Domain.
8.4.3 Logon Scripts

To use Logon Scripts (.BAT or .CMD), just specify the relative path from the netlogon share to the command script desired
in the sambaScriptPath attribute for the user.

Variable substitutions (the logon script smb.conf directive when you're using LDAP.
8.4.4 LDAP or not LDAP?

Perhaps, you'll want to use an alternative system policy concerning profiles : granting some user the roaming profile
privilege across the domain, while some other may have only roaming profile on one PDC server, and some other won't
use roaming profile at al. This alternative way is possible thanks to Samba who will search in the LDAP

sambaSAMA ccount for the profile location if no information is given by the 'logon drive', 'logon script' and 'logon

path’ directives of smb.conf.
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We'll discuss this alternative in afuture revision of this document.

9 Interdomain Trust Relationships
Well have alook on how making interdomain trust rel ationships so that

. Samba-3 trusts NT4 (NT4 is the trusted domain, Samba-3 is the trusting domain)
« NT4 trusts Samba-3 (samba-3 is the trusted domain, NT4 is the trusting domain)

Domain properties for each domain are:

« NT4 domain : domain NT4, netbios name PDC- NT4
. Samba-3 domain: domain | DEALX- NT, netbios name PDC- SRV

9.1 Samba-3trustsNT4

On the Windows NT Server, open "User Manager”, "Policies’ menu, and "Trust Relationship”. Now create an account for
the samba-3 domain :

domai ne: | DEALX- NT
not de passe: secret

Let's establish the trust from the Samba-3 server :

net rpc trustdom establish NT4

Note that this command may fail with major release of samba with the following error message:

[root@toile root]# net rpc trustdom establish | DEALX

Passwor d:

Coul d not connect to server POVEROL

[ 2005/ 06/ 23 16:52: 36, 0] rpc_parse/parse_prs.c:prs_mem get(537)
prs_nemgget: reading data of size 4 would overrun buffer.

[ 2005/ 06/ 23 16:52:36, 0] utils/net _rpc.c:rpc_trustdom establish(4686)
VWksQuerylnfo call fail ed.

Thisis caused by the security restrictanonymous parameter set on the Windows NT4 server :

HKEY _LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ LSA\ Restri ct Anonynous
If s, set it to O and restart the NT4 server.

9.2 NT4 trusts Samba-3

On the Samba-3 domain controler, create an account for the NT4 domain :

snbl dap-useradd -i NT4

The created account will have a'$' caracter appended to its name (as workstation account), the sambaSAM Account
objectclass and the'l' flag. A password will also be asked for this account.

Let's establish the trust from Windows NT Server : open the "User Manager", "Policies' menu, and "Trust Relationship".
Now join the trusting domain : enter IDEALX-NT and the password defined in the previous command.
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10 Integration

10.1 Fake user root

To allow workstations to be joined to the domain, aroot user must exist and used (uid=0).

Such a user is created when initializing the directory whith the snbl dap- popul at e script.

From Samba 3.0.12, it is now possible for admin users to join computers to the domain without using the "root" account.
For example, to allow members of the "Domain Admins" group to join computers to the domain, you need to

. add the admin user to the "Domain Admin" group

snbl dap- usernod -G +512 adni nuser

. add the following directive to samba configuration file ([global] section in smb.conf)

enabl e privileges = yes

. execute the following command (replace XXX with the root's password)

net -U root%XXX rpc rights grant 'l DEALX-NT\ Donmai n Adm ns' SeMachi neAccount Privil ege

In fact, the 'root' account is needed in the first place so that the SeXXX privileges can be set.

10.2 Workstationsintegration

10.2.1 Adding a new computer in the domain by creating an account manually

If you want the computer named "testmachine" to be added to the domain IDEALX-NT, you must create a account for it.

This can be manually done using the script smbldap-useradd previously described in the section 8.1. Then you can add
the computer in the domain, following this steps :

for Microsoft Windows NT 4 (SP1, SP6):

. logged into Microsoft Windows NT using the administrator account

. click onthe "start" menu, "Parameters’ and "Configuration"

. doubleclick on "Network" and the "modify" button

. you must now see the machine's name and the domain's name. Y ou have to change the default parameters, or modifie
aprevious configuration. Then select the "domain" option and add the name of the domain you want to join.

. click onthe"ok" button

. the computer is already registered so that you normally have the welcome message "welcome to domain IDEALX-NT"

. restart your windows system.

for Microsoft Windows NT, Windows XP and Microsoft Windows 2000 :

. logged into windows using the administrator account.

. click onthe "start" menu, "Parameters’ and "Configuration”.

. doubleclick on"System", select the onglet "Network identification" and then "properties’.

. you must now see the machine's name. Y ou have to change the default parameters, or to modifie a previous configuration
by indicating the domaine name.

. the computer is already registered so that you normally have the welcome message "welcometo domain IDEALX-NT"

. restart your windows system.

10.2.2 Adding a new computer in the domain automatically
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A second way to do this can be directly done from Microsoft Windows NT environnement, using the administrator
priviledged account. This procedure will create automatically an account for the comuter, and will also join it to the domain.

To do so, follow the same steps as the previous section described in section 10.2.1. When informing the domain name, ask
for creating a new computer account, and add the administrator account For Microsoft Windows NT 2000, the account is
asked when prssing the "ok" button.

. Login: administrator
. Password : coucou

10.3 Serversintegration
10.3.1 Samba Member Server

TODO: explain configuration

The smb.conf of this Samba member server should indicate:

; Sanba Dorai n Menber server

; like the Sanmba- LDAP PDC but wi thout security user and LDAP directives, but
; the followin Iines:

security = donmain

password server = hostnane.fqdn (or | P address) of the Sanba-LDAP PDC

; note: this sanba server does not need to be conpiled with

; --with-1dapsam option

Once configured and started, you should add the machine account on the PDC, using the following commands:

root @n-t he- PDC# snbl dap- useradd -w short - host nanme- of -t he- sanba- nenber - server
and then, on the Samba member server itself:

r oot @n-t he- menber - server# snbpasswd -j "1 DEALX- NT"
10.3.2 Samba BDC Server

TODO: explain. explain aternatives

10.3.3 Microsoft Windows NT Member Server

TODO: explain

10.3.4 Microsoft Windows NT BDC Server

TODO: explain why not :-)

10.3.5 Windows 2000 Member Server

TODO: explian

10.3.6 Windows 2000 BDC Server

TODO: explain why not :-)

11 Migration

In this section, we'll describe how to migrate from a Microsoft Windows NT PDC Server to a Sambat+LDAP
Domain Controler, in two different user cases:
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. migration from agiven Domain (the old one) to another (the new one),
. the same Domainis used

In both cases, emphasis must be placed on transparency of migration: movement to the new system (Samba+LDAP) should
be accomplished with the absolute minimum of interference to the working habits of users, and preferably without those
users even noticing that is has happened, if feasible.

In both cases, migration concern the following informations:

Nogok~owdhpE

users accounts (humans and machines),

groups and group members,

users logon scripts,

users profiles (NTUSER.DAT),

all datas,

al shares and shares permissions informations,
all NTFS ACLs used by users on shares.

11.1 General issues

In this example, we'll suppose that we want to migrate a NT4 domain defined with :

. workgroup: NT4 DOMAIN
. netbiosname: NT4 PDC

11.1.1 Users, Groupsand machines accounts

Let's have alook on the different steps needed to migrate all the accounts...

. Initial entries

before migrating the directory, you have to create the organizatioal unit to store accounts. These are ou=Users, ou=Groups
and ou=Computers. Y ou will also need to create the well knows administrative groups (cn=Domain Admins,

cn=Domain Users and cn=Domain Computers). The first step isto find the SID of the NT4 domain you want to migrate.

net rpc getsid -S NT4_PDC - W NT4_DOVAI N

And we can now configure the smbldap-tools correctly in the /etc/opt/| DEALX/smbldap-tool s/smbldap.conf configuration file :

SID="S-1-5-21-191762950- 446452569- 929701000"

Then we can create our directory structure :

snbl dap- popul at e

configure samba
Y ou have to configure samba as a BDC to allow accounts and groups migrations to the samba server. The snb.

conf configuration file must have :

Wor kgroup = NT4_DOMVAI N
domai n master = No

Where NT4_DOVAI Nisthe domain that the Windows NT4 PDC control.

Next, Samba must be configured to use the smbldap-tools scripts. This allows administrators to add, delete or modify user
and group accounts for Microsoft Windows operating systems using, for example, User Manager utility under MS-
Windows. To enable the use of those scripts, samba needs to be configured correctly. Thesnb. conf configuration file
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must contain the following directives:

| dap delete dn = Yes

add user script = /usr/local/sbin/snbl dap-useradd -m " %"

add machine script = /usr/local/sbin/snbl dap-useradd -w " %"

add group script = /usr/local/sbin/snbl dap-groupadd -p "%"

add user to group script = /usr/local/sbin/snbl dap-groupnod -m " %" "%"

del ete user fromgroup script = /usr/local/sbin/snbl dap-groupnod -x "%" "%g"
set primary group script = /usr/local/sbin/snbldap-usernod -g "%" "%"

Finally, you have to restart samba:

letc/init.d/ snb restart

Remark: thetwo directivesdel et e user script etdel ete group scri pt canasobeused. However, an
error message can appear in User Manager even if the operations actually succeed. If you want to enable this behaviour,
you need to add

del ete user script = /usr/local/sbin/snbl dap-userdel "%"
del ete group script = /usr/local/sbin/snbl dap-groupdel "%y"

join the samba server to the domain managed by the Windows NT4 domain controller.
For this to be done, you need to know an administrative account for the domain. We'll suppose that this account
isAdm ni st r at or with password password :

net rpc join -Uadm ni strator%asssword

Thiswill create a DBC server account for the samba server on the NT4 Windows PDC. If this step fail, you certainly have
a netbios resolution problem. The best way is to update the /etc/samba/lmhosts to set the internet adress of the primary
domain controler. For example, you can have :

192.168.0.1  NT4_PDC
192.168.0.1  NT4_DOVAI N

where NT4__DOMAI N is the domain managed by the NT4_PDC domain controller.
migrate accounts and groups to the LDAP directory.

net rpc vanpire -S NT4_PDC

Note that there is no need to give a user/password for vampire, the procedure is done anonymously using server password
(set when joining the domain).

stop the Windows NT4 domain controller

configure samba to be the primary domain controller (PDC).
the configuration file /etc/samba/smb.conf must contain :

domai n master = Yes

restart samba:

letc/init.d/snb restart

11.1.2 Logon scripts
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Logon scripts are DOS scripts that are run every time someone logs on. They must be placed on the [netlogon] special
share, and you can specify, for each user, the location of this script in the sambaScriptPath LDAP attribute.

For example, if your specia netlogon share is defined like the following example in your /etc/samba/smb.conf
configuration file:

comrent = Network Logon Service
pat h = /dat a/ sanba/ netl ogon
guest ok = Yes

And you want the user myuser to execute the script named myuser.cmd, just complete the following operations:

. copy the myuser.cmd from the old PDC to the new Linux server on /opt/samba/netlogon/myuser.cmd,

. modify the LDAP user definition by placing myuser.cmd on the sambaScriptPath attribute,

. logon as myuser on a Microsoft Windows NT (or Windows 2000) workstation connected to the domain, just to test the
logon script activation on login.

So, to migrate all logons scripts from the old Microsoft Windows NT PDC to the new Linux server, just copy all logon
scripts (placed in C:WINNTsysem32replimport) to /opt/sambal/netlogon/, and modify the sambaScriptPath users definitions
in the LDAP directory to record the name of the user's logon scripts.

Notethat if bothl ogon scri pt s directive of smb.conf and sambaScriptPath users definitions are used, the Idap

definition will be used. This also mean that if you don't want any logon script for a user, the sambaScriptPath attribute for
the user must not have any value defined, and also the general | ogon scri pt s directivein smb.conf file.

11.1.3 Usersprofiles

To be written.

11.1.4 Datas

To be written. Use Rsync !
11.1.5 Sharesand permissions
To be written.

11.1.6 NTFSACLs

To be written. use chacl !
11.2 Samedomain

To be written.

11.3 Changing domain

To be written.

12 Troubleshooting

The test-list presented in this section are common to all windows system's versions. If one version may cause problem, or if
the procedure is different, we'll make a specia note.

12.1 Global configuration
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This section help you to test the good configuration and the good operation of your samba-ldap system. We suppose that
your system isrunning all the needed services. Y ou can verify this using the following steps :

. If you have problems starting samba, you can use the testparm command to seeif the configuration's file syntax isright :

Load snb config files from/etc/sanbal/ snb. conf
Processi ng section "[netlogon]"”

Processing section "[profiles]"”

Processing section "[printers]"”

Processing section "[print$]"

Processi ng section "[hones]"

Loaded services file OK

« Check if processes are present

[root @DC- SRV root]# ps afuxw | grep snb

0 17049 0.0 0.7 5524 1888 ? S 11:45 0:00 snbd -D
1002 17146 0.0 1.3 7184 3408 ? S 11:50 0:00 \_ snbd -D
0 17223 0.1 1.2 7060 3140 ? S 12:00 0:00 \_ snbd -D
[ root @DC- SERV root]# ps afuxw | grep nnb

0 17054 0.0 0.7 4636 1856 ? S 11:45 0:00 nnbd -D

0 17057 0.0 0.6 4584 1552 7 S 11:45 0:00 \_ nnbd -D

. isyour Idap server up ? You can verify using the following command line :

[root @DC- SRV root]# ps afuxw | grep |dap
| dap 12358 0.0 5.0 16004 12972 ? S Novl4  0: 03 /usr/sbin/slapd -
u | dap

or

[root @DC- SRV root]# netstat -tan | grep LISTEN | grep 389
tcp 0 0 0.0.0.0:389 0.0.0.0:* LI STEN

12.2 Creating an user account

With samba3, cou can create user accounts with Microsoft Windows NT Domain management tools (launch usr ngr . exe

in amsdos console). Y ou can of course also use the smbldap-tools (or any other LDAP manipulation tools). To do so,
see section 8.1. If interested in a graphical user interface to manager user and group accounts, please have alook on

the idxIdapaccounts Webmin module availableat ht t p: / / webmi n. i deal x. or g/

To test:

. Create an user account for 'testsmbuser' (8.1.2)
. verify this user account is ok :

$i d testsnbuser

should return something like that:

[ root @peed3 sanba] # id testsnbuser
ui d=1008(t est snbuser) gi d=100(users) groups=100(users), 501(Dormai n Users)
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. additionnaly, if you're using an |dapbrowser, you should see the new uid=testsmbuser,ou=Users,dc=IDEAL X,dc=org in
the directory.

12.3 Logging in the domain astestsmbuser

Y ou need to use an already Domain added workstation to proceed thistest. Thisis previously explained is section 10.2.1
or 10.2.2.

Call the Winlogon (CTRL-ALT-SUPPR), and enter:

. Login: testsmbuser

. Password : coucou’®

. Domain: IDEALX-NT

Y ou should then log on fine. When you log in the domain with your username testsmbuser, verify that those differents
points are ok:

. browse your personal folder and all shared folders, and read afile

. create anew filein your home directory, verify that you can saveit

. verify that al permissions seemsright: you can't browse a directory you don't have the permissionsto, you can't edit or/
and modify afile you don't have permissions to.

13 Performance and real life consider ations

Now we've detail how to set up your brand new PDC-Killer prototype, we're ready to go further: the real life, the one
where users don't care about looking for solutions to a given problem, but will first consider they've got one and you're
the guilty :-)

To struggle in this pleasant world, you should have alook on the following considerations : they may help you.

First, if this HOWTO was your fist approach with Samba and OpenL DAP, you should have alook on:

. avery good OpenLDAP brief by Adam Williamsavailableatf t p: / / kal amazool i nux. or g/ pub/ pdf /| dapv3.

pdf : an excellent presentation/briefing on OpenLDAP on the Linux Platform.

. the OpenLDAP project website,
. the Samba project website,
. numerous documentation (printed or not) done on these two topics (Teach Y ourself Sambain 24 hours for example).

13.1 Lower Log Level in production

When everything is okay with you configuration, you are strongly encour aged to lower log levels for better performance.

Best practices are to activate debuging logs only when you want to investigate a potential problem, and stay with low log
level (or nolog at al if you're seeking maximum performance) during exploitation time (most of the time as Sambareally
arobust implementation, thank's to the Samba Team).

Here'sis an example of a standard exploitation mode log management parameters for a Samba server :
log file = /var/l og/sanba/ %n | og
log level =0

max | og size = 5000

13.2 OpenL DAP tunning

Y ou should consider indices on your directory server. For OpenLDAP, the following should be ok for a PDC like the one
we described in thisHOWTO :
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# 1 ndex

i ndex obj ect C ass, ui dNunber, gi dNunber eq

i ndex cn, sn, ui d, di spl ayNane pres, sub, eq
i ndex menber Ui d, mai | , gi vennane eq, subinitial

i ndex sanbaSl D, sanbaPri mar yG oupSI| D, sanbaDonai nNane eq

Of course, indices depends on you directory usage. Consult the OpenL DA P documentation for moreinfo.

Have alook on the following slapd.conf directives too:

. loglevel: lower to '0' for production purpose

. lastmod: set it to 'off' if you really don't need it

. cachesize: set a confortable cache size (say 1000 for a mid-level production site for 1000 users),

. dbcachesize: set a confortable db cache size (say 10000 for amid-level production site for 1000 users)
. dbnosync: in case you're fool enough to think nothing will never crash :-)

13.3 Start NSCD

Start thenscd server :/etc/init.d/ nscd start

14 Heavy loads and high availability

TODO: indicate some load params, and present a redundant and HA solution.

TODO: describe test-plateform.
14.1 OpenL DAP L oad

Aswe're storing users and groupsin a LDAP directory, we will have a closer ook on the OpenLDAP capacity to
store numerous account, and systems (Samba and pam_ldap) to interact with this LDAP database.

For testing purpose, we're going to test bind/read/write operations on LDAP, with a population of 50.000 users,
50.000 computers. and 1000 groups.

14.2 Samba L oad

Aswe're storing the SAM database in a LDAP directory, we will have a closer look on the Samba-L DAP capacity to
interact under heavy stress.

For testing purpose, we're going to compare Samba with and without the LDAP stored SAM.

WEe'll have to show stress test results (smbtorture?) using 20, 50, 100, 150 and 200 clients.
14.3 High Availability

TODO: Present an HA configuration: what to do, how to do it (using Kimberlite/Mon or Hearbeat/Mon).

15 Frequently Asked Questions

15.1 User/Group/Profile management
15.1.1 Isthere away to manage usersand group via a graphical interface?

If interested in a Graphical User Interface to manage user and groups, have alook on the idxldapaccounts Webmin
module. You'll find thismoduleat ht t p: / / webmi n. | DEALX. org/ .
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15.1.2 my profilesare not saved on the server

Make sure that the profile directory on the server has the right permissions. You must doachnmod 1757 / opt/
sanba/ profil es for example.

Additionaly, you may want to use the group = +<groupname>, create mask and related options.

Note that Windows 2000 check for the profile's owner which may fail if ACL are not supported. Try then to add nt
acl support = yes inprofile section.

15.2 Joining domain
15.2.1 | can't join a Microsoft Windows NT 4 to the domain on the fly:
There's two solutions :

. try adding it manually, using the script smbldap-useradd (you must be root on the PDC server). If your machine's name
isVMNT, then the command lineis:

snbl dap- useradd -w VIWNT$
pdbedit -a -m-u VMNT$

Then, try again to join the NT4 server to the domain
. for NT4, server's account belong to the Domain User group. Try to use the 513 number for computer's account: in

smbldap.conf, set the following parameter:

def aul t Conmputer G d="513"
15.2.2 | can't join the domain
many reason can cause this problem. verify the following points:
. in the samba configuration file (smb.conf), put the interface parameter to the interface which is listening the network on.
We originally put "interfaces = 192.168.2.0/24 127.0.0.1/32" which caused the "can't join the domain" problem.
. if you found this error messagein sambaslog: Error: nodi ficati ons require authentication at /

opt/ 1 DEALX/ sbi n//snbl dap_t ool s. pm | i ne 1008, thiscertainly mean that you haven't set correctly
priviledge for machine account. See chapter 10.1

15.2.3 | deleted my computer from thedomain, and | can't connect to it anymore

When you leave the domain IDEALX-NT, you have to reboot your machine (workstation). If you don't, you will not be able
to join any more the domain (because of the workstation embeded cache).

If you done thisand it still doesn't work, remove the machinge's account from the OpenL DAP directory and recreate it. For
this, use the command snbl dap- userdel mywor st ati on- nebi osname$ .

16 Thanks

This document is a collective work which aims at:

. quickly discover the LDAP PDC functionnalities of Samba branch 3,
. quickly have aworking configuration to help you discover this kind of Samba configuration,

This Howto is an updated document of the Samba2 Howto initiated by Olivier Lemaire. Peoples who directly worked on
thelast release are :
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. Olivier Lemaire,

. David Le Corfec,

. Jérdme Tournier (jtournier@IDEAL X.com),

. Michad Weisbach (mwei @tuts.nu),

. Stefan Schleifer (stefan.schleifer@linbit.com).

The author would like to thank the following people for providing help with some of the more complicated subjects,
for clarifying some of the internal workings of Samba or OpenLDAP, for pointing out errors or mistakesin previous
versions of this document, or generally for making suggestions (in aphabetical order):

. Gerad Carter (jerry@samba.org),

. Ignacio Coupeau (icoupeau@unav.es),

. Michael Cunningham (archive@xpedite.com),

. Adam Williams (awilliam@whitemice.org),

. Some people on ir c.openpr oj ect.or g #samba-technical
. Sambaand Samba-TNG Teams of course !

17 Annexes
Here you'll find some sample documentations and config files, used in thisHOWTO.
17.1 Configuration files

17.1.1 OpenLDAP

The OpenLDAP configuration file: / et ¢/ openl dap/ sl apd. conf

i nclude /etc/openldap/schenma/core.schem

i nclude /etc/openldap/schema/ cosine. schena

i nclude /etc/openldap/schena/inetorgperson. schena
i nclude /etc/openldap/schenma/nis.schema

i nclude /etc/openl dap/schema/ sanba. schema

schemacheck on

TLSCertificateFile /etc/openl dap/ldap.ideal x.com pem
TLSCertificateKeyFile /etc/openldap/|dap.ideal x. com key
TLSCACertificateFile /etc/openldap/ca. pem

TLSC pherSuite :SSLv3

#TLSVeri fydient demand

HHHHBHH B HH R H B H B H R H R H R H R H R H R H R R H R R R
# bdb dat abase definitions

R R R R R R R R R
dat abase bdb

suffix dc=ideal x, dc=org

rootdn "cn=Manager, dc=i deal x, dc=or g"

root pw secret

directory /var/lib/ldap

lastmod on

i ndex obj ect Cl ass, ui dNunber, gi dNunber eq

i ndex cn, sn, ui d, di spl ayName pres, sub, eq
i ndex menber Ui d, mai |, gi vennane eq, subinitial

i ndex sanbaSl D, sanbaPr i mar yG oupSI D, sanbaDonai nName eq

# users can authenticate and change their password
access to attrs=user Password, sanbaNTPasswor d, sanmbaLMPasswor d
by self wite
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by anonymous auth

by * none
# all others attributes are readable to everybody
access to *

by * read

The/ et c/ openl dap/ schera/ sanba. schena file

The Samba schemaiis shipped with Samba-3.0.2 source code (in example/LDAP/).

it

## schema file for OpenLDAP 2. X

## Schema for storing Sanba user accounts and group maps in LDAP
## O Ds are owned by the Sanba Team

it

## Prerequisite schemas - uid (cosi ne. schenm)

HHH - di spl ayNane (i netorgperson.schens)
HHt - gi dNumber (nis.schenmm)

it

## 1.3.6.1.4.1.7165.2. 1. x - attributetypes

## 1.3.6.1.4.1.7165.2.2.x - objectcl asses

it

HHAHHBHBH AR HAH AR AR A R R R R R A R R R R R H A
H HI STORI CAL ##
BHHAHHBHBHHBH BB R R R R R R R R R

Ht

## Password hashes

it

#attributetype ( 1.3.6.1.4.1.7165.2.1.1 NAME ' | nPasswor d'
# DESC ' LanManager Passwd'

# EQUALI TY casel gnor el ASVat ch

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{32} SINGLE-VALUE )

#attributetype ( 1.3.6.1.4.1.7165.2.1.2 NAME ' nt Password'
# DESC ' NT Passwd'

# EQUALI TY casel gnor el AShat ch

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{32} SINGLE- VALUE )

HHt

## Account flags in string format ([ UADX 1)

Hit

#attributetype ( 1.3.6.1.4.1.7165.2.1.4 NAME ' acct Fl ags
# DESC ' Account Fl ags'

# EQUALI TY casel gnor el ASMat ch

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{16} SI NGLE-VALUE )

it

## Password tinestanps & policies

Hit

#attributetype ( 1.3.6.1.4.1.7165.2.1. 3 NAME ' pwdLast Set
# DESC ' NT pwdLast Set

# EQUALI TY i ntegerMatch

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SI NGLE- VALUE )

#attributetype ( 1.3.6.1.4.1.7165.2.1.5 NAME ' | ogonTi ne’
# DESC ' NT | ogonTi ne

# EQUALI TY i nteger Match

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SI NGLE- VALUE )
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#attributetype ( 1.3.6.1.4.1.7165.

# DESC ' NT | ogof f Ti nme'
# EQUALI TY i nt eger Mat ch

# SYNTAX 1.3.6.1.4.1.1466.115.121.

#attri butetype ( 1.3.6.1.4.1.7165.

# DESC ' NT ki ckoff Ti nme'
# EQUALI TY i ntegerMatch

# SYNTAX 1.3.6.1.4.1. 1466.115.121.

#attri butetype ( 1.3.6.1.4.1.7165.

# DESC ' NT pwdCanChange'
# EQUALI TY integerMatch

# SYNTAX 1.3.6.1.4.1.1466.115. 121.

#attributetype ( 1.3.6.1.4.1.7165.

# DESC ' NT pwdMust Change'
# EQUALI TY i nteger Mat ch

# SYNTAX 1.3.6.1.4.1.1466. 115. 121.
#it

## string settings

Hit

#attributetype ( 1.3.6.1.4.1.7165.

# DESC ' NT homeDri ve'
# EQUALI TY casel gnor el AShat ch

# SYNTAX 1.3.6.1.4.1.1466. 115. 121.

#attri butetype ( 1.3.6.1.4.1.7165.

# DESC ' NT scri pt Pat h'
# EQUALI TY casel gnor el ASMVat ch

# SYNTAX 1.3.6.1.4.1. 1466.115.121.

#attri butetype ( 1.3.6.1.4.1.7165.

# DESC ' NT profil ePath'
# EQUALI TY casel gnor el ASVat ch

# SYNTAX 1.3.6.1.4.1.1466.115. 121.

#attributetype ( 1.3.6.1.4.1.7165.

# DESC ' userWrkstations'
# EQUALI TY casel gnor el AShat ch

# SYNTAX 1.3.6.1.4.1.1466. 115. 121.

#attributetype ( 1.3.6.1.4.1.7165.

# DESC ' snbHore'
# EQUALI TY casel gnor el A5SMat ch

# SYNTAX 1.3.6.1.4.1.1466.115.121.

1.

.1.6 NAME ' | ogoffTi ne'

.27 SI NGLE- VALUE )

.1.7 NAME ' ki ckof f Ti ne'

.27 SI NGLE- VALUE )

. 1.8 NAME ' pwdCanChange’

.27 SI NGLE- VALUE )

. 1.9 NAME ' pwdMust Change'

.27 SI NGLE- VALUE )

.1.10 NAVME ' honeDri ve'

. 26{4} S| NGLE- VALUE )

.1.11 NAME 'scri pt Pat h'

. 26{ 255} SI NGLE- VALUE )

.1.12 NAME 'profil ePath’'

. 26{255} S| NGLE- VALUE )

.1.13 NAME 'user Wor kst ati ons'

. 26{ 255} SI NGLE- VALUE )

.1.17 NAME ' snbHone'

26{128} )

#attributetype ( 1.3.6.1.4.1.7165.2.1.18 NAME ' domai n'
# DESC ' Wndows NT dormain to which the user bel ongs'

# EQUALI TY casel gnor el ASMVat ch

# SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26{128} )

Ht
## user and group RID
it

#attributetype ( 1.3.6.1.4.1.7165.2.1.14 NAME 'rid'

# DESC ' NT rid'
# EQUALI TY integerMatch

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SI NGLE- VALUE )
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#attributetype ( 1.3.6.1.4.1.7165.2.1.15 NAME ' pri maryG oupl D
# DESC ' NT G oup RID

# EQUALITY integerMatch

# SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SI NGLE- VALUE )

it
## The snmbPasswor dEntry objectcl ass has been depreciated in favor of the
## sanbaAccount objectcl ass

it

#obj ectclass ( 1.3.6.1.4.1.7165.2.2.1 NAVE ' snbPasswordEntry' SUP top AUXI LI ARY
# DESC ' Sanba snmbpasswd entry

# MJUST ( uid $ ui dNurber )

# MAY ( I mPassword $ ntPassword $ pwdlLast Set $ acctFlags ))

#obj ectclass ( 1.3.6.1.4.1.7165.2. 2.2 NAME ' sanbaAccount’' SUP top STRUCTURAL

# DESC ' Sanmba Account'

# MUST (uid $rid)

# MAY ( cn $ I nPassword $ ntPassword $ pwdLast Set $ |ogonTinme $

logoffTime $ kickoffTime $ pwdCanChange $ pwdMiust Change $ acctFlags $
di spl ayName $ snbHome $ honmeDrive $ scriptPath $ profilePath $
description $ userWrkstations $ primaryGouplD $ domain ))

* H

#obj ectclass ( 1.3.6.1.4.1.7165.2.2. 3 NAME ' sanbaAccount' SUP top AUXI LI ARY

# DESC ' Sanba Auxiliary Account'

# MUST ((uid $rid)

# MAY ( cn $ InmPassword $ ntPassword $ pwdLastSet $ |ogonTine $

| ogoffTinme $ kickoffTime $ pwdCanChange $ pwdMist Change $ acctFlags $
di spl ayName $ snbHome $ honeDrive $ scriptPath $ profilePath $
description $ userWorkstations $ primaryGouplD $ domain ))

H* H

HHAHHBHBH AR HAH AR AR A R A A R R A R R AR H A
H END OF HI STORI CAL ##
HHAHHBHBHHBHBH B H BB R R B R R R B R R R R R R

HHRHHHH R R R PR H R R T R R R R T R R R R R R R R R R R
HH Attributes used by Sanba 3.0 schema ##
HHH

Hit

## Password hashes

i

attributetype ( 1.3.6.1.4.1.7165.2.1.24 NAME ' sanbaLMPassword'
DESC ' LanManager Password'
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26{32} SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2.1.25 NAME ' sanbaNTPasswor d'
DESC ' M4 hash of the unicode password'

EQUALI TY casel gnor el A5Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26{32} SI NGLE- VALUE )

it

## Account flags in string format ([ UADX 1)

Hit

attributetype ( 1.3.6.1.4.1.7165.2.1.26 NAME ' sanbaAcct Fl ags
DESC ' Account Fl ags
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26{16} SI NGLE- VALUE )

HH
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## Password tinestanps & policies

it

attributetype ( 1.3.6.1.4.1.7165.2.1.27 NAME ' sanbaPwdLast Set"'
DESC ' Ti mestanp of the |ast password update'
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27 SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165. 2. 1. 28 NAME ' sanbaPwdCanChange'
DESC ' Ti nestanp of when the user is allowed to update the password'
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 27 SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1. 7165.2. 1. 29 NAME ' sanbaPwdMist Change'
DESC ' Ti nestanp of when the password will expire'
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2.1. 30 NAME ' sanbalLogonTi ne'
DESC ' Ti nestanp of |ast | ogon'
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27 SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2.1. 31 NAME ' sanbalLogof f Ti ne’'
DESC ' Ti mestanp of |ast |ogoff'’
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27 SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2.1.32 NAME ' sanbaKi ckof f Ti me'
DESC ' Ti nestanp of when the user will be | ogged off autonatically'
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 27 SI NGLE- VALUE )

Hit

## string settings

Hit

attributetype ( 1.3.6.1.4.1.7165.2.1. 33 NAME ' sanbaHoneDri ve'
DESC 'Driver letter of home directory nmapping'
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{4} SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2. 1. 34 NAME ' sanbalogonScri pt'
DESC ' Logon script path'
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 255} SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2.1.35 NAME ' sanbaProfil ePath'
DESC ' Roani ng profile path'
EQUALI TY casel gnor eMVat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{255} SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2. 1. 36 NAME ' sanbaUser Wor kst at i ons'
DESC ' List of user workstations the user is allowed to |ogon to'
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 255} SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.7165.2.1. 37 NAME ' sanbaHonePat h'
DESC ' Hore directory UNC path’
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{128} )
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attributetype ( 1.3.6.1.4.1. 7165. 2.

1. 38 NAME ' sanbaDomai nNane'

DESC ' W ndows NT donain to which the user bel ongs'

EQUALI TY casel gnor eMat ch

SYNTAX 1.3.6.1.4.1.1466. 115.121. 1.
i
## SI D, of any type
it

attributetype ( 1.3.6.1.4.1.7165. 2.
DESC ' Security ID
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1.

it
## Primary group SI D, conpatible w
i

attributetype ( 1.3.6.1.4.1.7165. 2.
DESC 'Primary Group Security ID
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1.

it

## group mapping attributes

Hit

attributetype ( 1.3.6.1.4.1.7165. 2.
DESC ' NT Group Type'
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1.

it
## Store info on the domain
it

attributetype ( 1.3.6.1.4.1.7165. 2.
DESC 'Next NT rid to give our for
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1.

attributetype ( 1.3.6.1.4.1.7165. 2.
DESC "Next NT rid to give out for
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1.

attributetype ( 1.3.6.1.4.1.7165. 2.
DESC 'Next NT rid to give out for
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1.

attributetype ( 1.3.6.1.4.1. 7165. 2.
DESC ' Base at which the sanba RID
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1.

15{128} )

1. 20 NAME ' sanbaSI D

26{ 64} SI NGLE- VALUE )

th ntSid

1. 23 NAME ' sanbaPri maryG oupSl D

26{ 64} SI NGLE- VALUE )

1.19 NAME ' sanbaG oupType'

27 SI NGLE- VALUE )

1.21 NAME ' sanbaNext User Ri d'
users'’

27 SI NGLE- VALUE )

1. 22 NAME ' sanbaNext GroupRi d'
gr oups'

27 SI NGLE- VALUE )

1. 39 NAME ' sanmbaNext Ri d'
anyt hi ng'

27 SI NGLE- VALUE )

1. 40 NAME ' sanbaAl gorithni cR dBase'
generation al gorithm shoul d operate'

27 SI NGLE- VALUE )

R R R
#H obj ect Cl asses used by Sanba 3.0 schema ##
HHHHHH R
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## The X. 500 data nodel (and therefore LDAPv3) says that each entry can
## only have one structural objectclass. OpenLDAP 2.0 does not enforce
## this currently but will in v2.1

Hit

## added new objectclass (and O D) for 3.0 to help us deal w th backwards
## conmpatibility with 2.2 installations (e.g. |dapsamconpat) --jerry

it

objectclass ( 1.3.6.1.4.1.7165.2.2.6 NAME ' sanbaSamAccount' SUP top AUXI LI ARY
DESC ' Sanba 3.0 Auxilary SAM Account'
MJUST ( uid $ sanmbaSID )
MAY ( cn $ sanmbalLMPassword $ sanbaNTPassword $ sanbaPwdlLast Set $
sanbalogonTi me $ sanbalogof fTine $ sanbaKi ckoffTine $
sanbaPwdCanChange $ sanbaPwdMust Change $ sanbaAcct Fl ags $
di spl ayNane $ sanbaHonePath $ sanbaHonmeDrive $ sanbalogonScript $
sanbaProfilePath $ description $ sanbaUserWrkstations $
sanbaPri maryG oupSI D $ sanbaDonai nNane ))

H#

## G oup mapping info

Hit

objectclass ( 1.3.6.1.4.1.7165.2.2.4 NAME ' sanbaG oupMappi ng' SUP top AUXI LI ARY
DESC ' Sanba G oup Mappi ng'
MUST ( gi dNunber $ sanbaSID $ sanbaG oupType )
MAY ( displayNane $ description))

it
## Whol e- of -domain info
it
objectclass ( 1.3.6.1.4.1.7165.2.2.5 NAME ' sanbaDonai n' SUP top STRUCTURAL

DESC ' Sanba Domai n | nfornmation’

MJUST ( sanbaDomai nNane $

sanbaSI D )
MAY ( sanbaNext Ri d $ sanmbaNext GroupRid $ sanbaNextUserRid $
sanmbaAl gorithni cRi dBase ) )

## used for idmap_| dap nodul e

objectclass ( 1.3.6.1.4.1.7165.1.2.2.7 NAME ' sanbaUni xI dPool' SUP top AUXI LI ARY
DESC ' Pool for allocating UN X uids/gids'
MUST ( ui dNunber $ gi dNurber ) )

objectclass ( 1.3.6.1.4.1.7165.1.2.2.8 NAME ' sanbal dnmapEntry' SUP top AUXI LI ARY
DESC ' Mapping froma SIDto an ID
MUST ( sanbaSI D )

MAY ( ui dNunmber $ gi dNumber ) )

objectclass ( 1.3.6.1.4.1.7165.1.2.2.9 NAME 'sanbaSi dEntry' SUP top STRUCTURAL
DESC ' Structural Cass for a SID
MJUST ( sanbaSID ) )

17.1.2 smbldap-tools

The/ et c/ opt /| DEALX/ snbl dap-t ool s/ snbl dap. conf file
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$Source: /opt/cvs/sanbal/ sanba-1 dap- howt o/ confi g/ snbl dap. conf,v $
$l d: snbl dap.conf,v 1.5 2005/10/31 15:32:57 jtournier Exp $

HHHHF

snbl dap-tools.conf : Q & D configuration file for snbl dap-tools

Thi s code was devel opped by | DEALX (http://IDEALX. org/) and
contributors (their names can be found in the CONTRI BUTORS file).

Copyright (C 2001-2002 | DEALX

This programis free software; you can redistribute it and/or
nodify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version 2
of the License, or (at your option) any l|ater version

This programis distributed in the hope that it will be useful
but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the
GNU General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place - Suite 330, Boston, MA 02111-1307,
USA.

HFHHFEHFFEHFHEHFHEFHFHRFHHET R

Pur pose
be the configuration file for all snbldap-tools scripts

#* H*

HHHHBHH B H B H R H B H R H R H R H R H R R H R R H R R H R
#

# Ceneral Configuration

#

HHHHBHH B H B H R H B H R H R H R H R H R R H R R H R R H R R H R

# Put your own SID. To obtain this nunber do: "net getlocal sid".
# | f not defined, paraneter is taking from"net getlocalsid" return
SI D="S-1-5-21-4205727931-4131263253-1851132061"

# Dormai n nanme the Sanba server is in charged

# | f not defined, paraneter is taking fromsnb.conf configuration file
# Ex: sanmbaDomai n="1 DEALX- NT"

sanbaDomai n="1 DEALX- NT"

R R R
#

# LDAP Configuration

#

HHHHHH R

Notes: to use to dual |dap servers backend for Samba, you nust patch
Sanba with the dual -head patch from I DEALX. If not using this patch
just use the sanme server for slavelLDAP and nast er LDAP

Those two servers declarations can al so be used when you have

one master LDAP server where all witing operations nust be done
one slave LDAP server where all readi ng operations nust be done
(typically a replication directory)

HHHHFHHFR

Sl ave LDAP server

Ex: sl aveLDAP=127.0.0.1

I f not defined, paraneter is set to "127.0.0.1"
| avelLDAP="127.0.0. 1"

n H* H H
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# Sl ave LDAP port
# |f not defined, paraneter is set to "389"
sl avePort ="389"

# Master LDAP server: needed for wite operations
# Ex: master LDAP=127.0.0.1

# | f not defined, paraneter is set to "127.0.0.1"
mast er LDAP="127. 0. 0. 1"

# Master LDAP port
# | f not defined, paraneter is set to "389"
mast er Por t =" 389"

# Use TLS for LDAP

# If set to 1, this option will use start_tls for connection
# (you should al so used the port 389)

# |f not defined, paraneter is set to "1"

| dapTLS="0"

# How to verify the server's certificate (none, optional or require)
# see "man Net::LDAP" in start _tls section for nore details
verify="require"

# CA certificate
# see "man Net::LDAP" in start _tls section for nore details
cafile=""

# certificate to use to connect to the | dap server
# see "man Net::LDAP" in start _tls section for nore details
clientcert=""

# key certificate to use to connect to the | dap server
# see "man Net::LDAP" in start _tls section for nore details
clientkey=""

# LDAP Suffix
# Ex: suffix=dc=l DEALX, dc=CORG
suf fi x="dc=i deal x, dc=or g"

# Where are stored Users

# Ex: usersdn="ou=Users, dc=l DEALX, dc=0ORG'

# Warning: if 'suffix' is not set here, you must set the full dn for usersdn
user sdn="ou=Users, ${suffi x}"

# Where are stored Conputers

# Ex: conput ersdn="ou=Conput ers, dc=l DEALX, dc=CRG'

# Warning: if 'suffix' is not set here, you must set the full dn for conputersdn
conput er sdn="ou=Conput ers, ${suffi x}"

# Where are stored G oups

# EX: groupsdn="ou=G oups, dc=I DEALX, dc=0ORG'

# Warning: if 'suffix' is not set here, you nust set the full dn for groupsdn
groupsdn="ou=G oups, ${suf fi x}"

# Where are stored Idmap entries (used if sanba is a domain nenber server)

# Ex: groupsdn="ou=l dmap, dc=I DEALX, dc=0ORG'

# Warning: if 'suffix' is not set here, you nust set the full dn for idmapdn
i dmapdn="ou=Il dmap, ${suf fi x}"

# Where to store next ui dNunber and gi dNunber avail able for new users and groups

http://www.iallanis.info/smbl dap-tool ’docs/samba-|dap-howto/ (47 of 60) [6/23/2008 5:07:47 PM]




The Linux Samba-OpenL DAP Howto (Revision: 1.10)

# | f not defined, entries are stored i n sanbaDormai nNane obj ect.

# Ex: sanbaUni x| dPool dn="sanbaDomai nNane=${ sanbaDonai n}, ${ suf fi x}"
# Ex: sanmbaUni xI dPool dn="cn=Next FreeUni xI d, ${suf fi x}"

sanbaUni x| dPool dn="sanbaDomai nNarme=l DEALX- NT, ${ suf fi x}"

# Default scope Used
scope="sub"

# Uni x password encryption (CRYPT, MD5, SMD5, SSHA, SHA, CLEARTEXT)
hash_encrypt =" SSHA"

# if hash_encrypt is set to CRYPT, you may set a salt fornmat.
# default is "%", but many systens will generate MD5 hashed
# passwords if you use "$1%$% 8s". This paraneter is optional!
crypt_salt_format="9%"

R R R R R
#

# Uni x Accounts Configuration

#

HEHHHHH BT H T H TR TR

# Login defs

# Default Login Shel

# EX: userLogi nShel |l ="/bin/bash"
user Logi nShel | ="/ bi n/ bash"

# Horme directory
# Ex: user Home="/hone/ %J'
user Homre="/ hone/ %J'

# Default node used for user honeDirectory
user HorreDi r ect or yMode=" 700"

# Gecos
user Gecos="System User"

# Default User (PCSIX and Samba) G D
def aul t User G d="513"

# Default Conputer (Sanba) G D
def aul t Conput er G d="515"

# Skel dir
skel etonDi r="/etc/ skel "

# Default password validation tine (time in days) Comment the next line if
# you don't want password to be enable for defaultMaxPasswordAge days (be
# careful to the sanbaPwdMust Change attribute's val ue)

def aul t MaxPasswor dAge="45"

HERHHHH T R R R
#

# SAMBA Confi guration

#

HERHHHH R R R R

# The UNC path to home drives |ocation (%J username substitution)

# Just set it to a null string if you want to use the snb.conf 'l ogon hone'
# directive and/or disable roamng profiles

# Ex: user SmbHonme="\\ PDC- SMB3\ %J'
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user SmbHome="\\ PDC- SR\ %J'

# The UNC path to profiles locations (%J usernane substitution)

# Just set it to a null string if you want to use the snmb.conf 'logon path
# directive and/or disable roamnming profiles

# EX: userProfile="\\PDC SMB3\ profil es\ )

user Profil e="\\ PDC- SRW profi | es\ %)

# The default Home Drive Letter mapping

# (will be automatically mapped at logon tine if home directory exist)
# Ex: userHomeDrive="H "

user HoreDri ve="H. "

# The default user netlogon script name (%J usernanme substitution)

# if not used, will be automatically usernane.cnd

# make sure script file is edited under dos

# Ex: userScript="startup.cnmd" # make sure script file is edited under dos
user Scri pt="1 ogon. bat"

# Domai n appended to the users "nmil"-attribute
# when snbl dap-useradd -Mis used

# Ex: mail Domai n="i deal x. cont

mai | Dormai n="1i deal x. cont

HHHHHHH R
#

# SMBLDAP- TOOLS Configuration (default are ok for a RedHat)

#

HEHHHHH R T R

# Allows not to use smbpasswd (if with_snmbpasswd == 0 in snbl dap_conf.pm but
# prefer Crypt::SnbHash |ibrary

wi t h_snmbpasswd="0"

snbpasswd="/usr/ bi n/ smbpasswd"

# Allows not to use slappasswd (if with_slappasswd == 0 in snbl dap_conf. pm
# but prefer Crypt:: libraries

wi t h_sl appasswd="0"

sl appasswd="/usr/ sbi n/ sl appasswd”

# comment out the following line to get rid of the default banner
# no_banner="1"

The/ et c/ opt/ | DEALX/ snbl dap-t ool s/ snbl dap_bi nd. conf file

HHHHBHHBHH PR H R TR H R

# Credential Configuration #

HHH AR R H

# Notes: you can specify two differents configuration if you use a

# master ldap for witing access and a slave |dap server for reading access
# By default, we will use the same DN (so it will work for standard Sanba
# rel ease)

sl aveDN="cn=Manager, dc=i deal x, dc=or g"

sl avePw="secret"

mast er DN=" cn=Manager , dc=i deal x, dc=or g"

mast er Pw="secret"
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17.1.3 Samba

The samba configuration file: / et ¢/ sanba/ snb. conf

# G oba
[ gl obal ]

enabl e

o\ n"

# | dap

par amet er s

wor kgroup = | DEALX- NT

net bi os nane = PDC- SRV

privileges = yes

interfaces = 192.168.5.11

username map = /et c/sanbal/ snmbusers
server string = Sanba Server %
security = user

encrypt passwords = Yes
mn passwd length = 3
obey pamrestrictions = No

#uni x password sync = Yes

#passwd program = /usr/ | ocal / sbin/snbl dap- passwd -u %

#passwd chat = "Changi ng password for*\nNew password*" %\ n "*Retype new password*"

| dap passwd sync = Yes

log level =0

syslog = 0

log file = /var/l og/sanba/l og. %m

max | og size = 100000

time server = Yes

socket options = TCP_NODELAY SO RCVBUF=8192 SO SNDBUF=8192
mangl i ng net hod = hash2

Dos charset = 850

Uni x charset = |S08859-1

| ogon script = | ogon. bat
| ogon drive = H:

[ ogon home =

| ogon path =

domai n | ogons = Yes

os level = 65

preferred master = Yes

domai n master = Yes

W ns support = Yes

passdb backend = | dapsam | dap://127.0.0.1/

# passdb backend = | dapsam "l dap://127.0.0.1/ |dap://slave.ideal x.conf
filter = (& objectcl ass=sanbaSamAccount) (ui d=%))

| dap adnmin dn = cn=sanba, ou=User s, dc=i deal x, dc=or g

| dap suffix = dc=i deal x, dc=org

| dap group suffix = ou=G oups

| dap user suffix = ou=Users

| dap machi ne suffix = ou=Conputers

| dap i dnmap suffix = ou=Users

| dap ssl = start tls

add user script = /usr/local/sbin/snbl dap-useradd -m " %"

| dap delete dn = Yes

#del et e user script = /usr/local/sbin/snbl dap-userdel "%"

add machine script = /usr/local/sbin/snbl dap-useradd -w " %"

add group script = /usr/local/sbin/snbl dap-groupadd -p "%g"

#del ete group script = /usr/local/sbin/snbl dap-groupdel "%g"

add user to group script = /usr/local/sbin/snbldap-groupnmod -m " %" "% "
del ete user fromgroup script = /usr/local/sbin/snbl dap-groupnod -x "%" "%"
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set primary group script = /usr/local/sbin/snbl dap-usernmod -g "%g" " %"

# printers configuration

printer admin = @Print Operators”

load printers = Yes

create mask = 0640

directory mask = 0750

nt acl support = No

printing = cups

printcap name = cups

deadtine = 10

guest account nobody

map to guest = Bad User

dont descend = /proc,/dev,/etc,/lib,/lost+found,/initrd
show add printer wizard = yes

; to maintain capital letters in shortcuts in any of the profile fol ders:
preserve case = yes

short preserve case = yes

case sensitive = no

[ hornes]
conmrent = repertoire de %J, %
read only = No
create mask = 0644
directory mask = 0775
browseabl e = No

[ netl ogon]

pat h = /home/ sanba/ net | ogon/
browseabl e = No

read only = yes

[ profiles]
path = /hone/ sanba/ profiles
read only = no
create mask = 0600
directory mask = 0700
browseabl e = No
guest ok = Yes
profile acls = yes
csc policy = disable
# next line is a great way to secure the profiles
force user = W
# next line allows administrator to access all profiles
valid users = %J @ Domai n Adm ns"

[ printers]
coment = Network Printers
printer admin = @Print Operators"”
guest ok = yes
printable = yes
pat h = / home/ sanba/ spool /
browseabl e = No
read only = Yes
printable = Yes
print command = /usr/bin/lpr -P% -r %
| pg command = /usr/bin/lpqg -P%
[ prm conmand = /usr/bin/lprm-P% %

[print$]
path = /hone/ sanbal/ printers
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guest ok = No

browseabl e = Yes

read only = Yes

valid users = @Print Operators”
wite list = @Print Operators"
create nmask = 0664

directory mask = 0775

[ public]
comrent = Repertoire public
path = /hone/ sanba/ public
br owseabl e = Yes
guest ok = Yes
read only = No
directory mask = 0775
create mask = 0664

/etc/openldap/Idap.conf
17.1.4 nss |ldap & pam_ldap
/etc/ldap.conf

Here's an complete sample /etc/Idap.conf used in this smbldap-tools.

# Your LDAP server. Mist be resol vabl e without using LDAP.
host 127.0.0.1

# The di stingui shed nane of the search base.
base dc=I DEALX, dc=0ORG

# The di stinguished nane to bind to the server with if the effective user
ID

# is root. Password must be stored in /etc/ldap.secret (node 600)
r oot bi nddn cn=nssl dap, ou=DSA, dc=I DEALX, dc=CRG

# RFC2307bi s nam ng contexts

nss_base passwd ou=User s, dc=I DEALX, dc=0RG?0one
nss_base passwd ou=Conput er s, dc=I DEALX, dc=0ORG?0one
nss_base_ shadow ou=User s, dc=I DEALX, dc=0RG?0one
nss_base_group ou=G oups, dc=I DEALX, dc=0ORG?0ne

# Security options
ssl no
pam password nmd5

# - The End

/etc/ldap.secret

Here's a sample /etc/Idap.secret used in this smbldap-tools.
nssl dapsecr et pwd

/etc/nsswitch.conf
Here's a complete sample /etc/nsswitch.conf use in this smbldap-tools.
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/[ etc/ nsswitch. conf

An exanpl e Name Service Switch config file. This file should be
sorted with the nost-used services at the beginning.

The entry '[ NOTFOUND=return]' neans that the search for an

entry should stop if the search in the previous entry turned

up nothing. Note that if the search failed due to sone other reason
(like no NI'S server respondi ng) then the search continues with the
next entry.

Legal entries are:

ni splus or nis+ Use NIS+ (NI'S version 3)

nis or yp Use NS (NIS version 2), also called YP
dns Use DNS (Dormai n Nanme Service)

files Use the local files

db Use the | ocal database (.db) files

conpat Use NI'S on conpat node

hesi od Use Hesiod for user | ookups

[ NOTFOUND=r eturn] Stop searching if not found so far

HFHFHFEHFHEHFHFHFEFHFHFEHFHEHFHERFHEHFHEHEHHEHH

# To use db, put the "db" in front of "files" for entries you want to be
# | ooked up first in the databases

#

# Exanpl e:

passwd: files |dap

shadow. files I dap

gr oup: files Idap

host s: files dns

# Exanple - obey only what nisplus tells us..
#servi ces: ni spl us [ NOTFOUND=return] files
#net wor ks: ni splus [ NOTFOUND=r eturn] files
#protocol s: nisplus [ NOTFOUND=return] files
#r pc: ni spl us [ NOTFOUND=r eturn] files
#et hers: ni spl us [ NOTFOUND=return] files
#net masks: ni spl us [ NOTFOUND=return] files

boot parans: nisplus [ NOTFOUND=return] files

et hers: files
net masks: files
net wor ks: files
protocols: files
rpc: files
services: files
net gr oup: files

publi ckey: nisplus

automount: files
al i ases: files nisplus
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17.2 Sample datas: smbldap-base.ldif

HereisaLDIF output of initial entries for the OpenLDAP server. Most of the groups are still not implementing in samba:
that's why they are commented ;-)
dn: dc=i deal x, dc=org

obj ect C ass: dcbj ect

obj ectcl ass: organi zation
o: ideal x

dc: ideal x

dn: ou=Users, dc=i deal x, dc=org
obj ect C ass: organi zational Unit
ou: Users

dn: ou=G oups, dc=i deal x, dc=org
obj ect C ass: organi zational Unit
ou: G oups

dn: ou=Conputers, dc=i deal x, dc=org

obj ect C ass: organi zational Unit

ou: Conputers

dn: ui d=Admi ni strator, ou=User s, dc=i deal x, dc=or g

cn: Adm nistrator

sn: Adnini strator

obj ect C ass: inet OrgPerson

obj ect d ass: sanbaSAMAccount

obj ect C ass: posi xAccount

obj ect d ass: shadowAccount

gi dNunber: 512

ui d: Admi ni strator

ui dNunber: 0

honeDi rectory: /hone/ %J

sanbaPwdLast Set: O

sanmbalLogonTi nme: 0

sanmbalLogof f Ti ne: 2147483647

sanbaKi ckof f Ti me: 2147483647

sanbaPwdCanChange: 0

sanmbaPwdMust Change: 2147483647

sanbaHonmePat h: \\ PDC- SMB3\ hone\ %J

sanbaHonmeDri ve: H

sanbaProf i | ePat h: \\ PDC- SMB3\ prof i | es\ %\ Admi ni st rat or
sanbaPri maryG oupSI D: S-1-5-21-4231626423-2410014848- 2360679739- 512
sanbaLMPasswor d: XXX

sanbaNTPasswor d: XXX

sanbaAcct Fl ags: [U ]

sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739- 2996
| ogi nShel | : /bin/fal se

gecos: Net bi os Donmi n Admi ni strator

dn: ui d=nobody, ou=User s, dc=i deal x, dc=or g
cn: nobody

sn: nobody

obj ect C ass: inet OrgPerson

obj ect d ass: sambaSAMAccount

obj ect C ass: posi xAccount

obj ect O ass: shadowAccount

gi dNunber: 514

ui d: nobody

ui dNunber: 999
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honeDi rectory: /dev/null

sanbaPwdLast Set: O

sanbaLogonTine: 0O

sanbalogof f Ti me: 2147483647

sanbaKi ckof f Ti ne: 2147483647

sanmbaPwdCanChange: 0

sanbaPwdMust Change: 2147483647

sanmbaHorePat h: \\ PDC- SMB3\ home\ %4J

sanbaHoreDri ve: H

sanbaProfi | ePat h: \\ PDC- S\MB3\ prof i | es\ %A nobody

sanbaPri maryG oupSI D: S-1-5-21-4231626423-2410014848-2360679739-514
sanmbalLMPasswor d: NO PASSWIRDXXXXXXOKKIKIKKKHXKXK
sanmbaNTPasswor d: NO PASSWIRDXXXXIXIOKKKIXIKXIKHXKXK
sanbaAcct Fl ags: [ NU ]

sanbaSID: S-1-5-21-4231626423-2410014848-2360679739- 2998
| ogi nShel | : /bin/fal se

dn: cn=Donai n Adni ns, ou=Gr oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup

obj ect d ass: sambaG oupMappi ng

gi dNunber: 512

cn: Domain Adm ns

menber Ui d:  Admi ni strator

description: Netbios Donmain Adm nistrators

sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739-512
sanbaG oupType: 2

di spl ayNane: Domai n Adm ns

dn: cn=Donmi n Users, ou=G oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup

obj ect d ass: sanmbaG oupMappi ng

gi dNunber: 513

cn: Domain Users

description: Netbios Donmain Users

sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739-513
sanbaG oupType: 2

di spl ayNane: Domai n Users

dn: cn=Donmai n Quests, ou=G oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup

obj ect C ass: sanmbaG oupMappi ng

gi dNunber: 514

cn: Domain Guests

description: Netbios Donain Guests Users

sanbaSID: S-1-5-21-4231626423-2410014848-2360679739-514
sanbaG oupType: 2

di spl ayNane: Domai n Guests

dn: cn=Print Operators, ou=G oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup

obj ect d ass: sanmbaG oupMappi ng

gi dNunber: 550

cn: Print Operators

description: Netbios Domain Print Operators

sanbaSI D. S-1-5-21-4231626423-2410014848-2360679739- 550
sanbaG oupType: 2

di spl ayNane: Print Operators

dn: cn=Backup Operators, ou=G oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup
obj ect d ass: sanbaG oupMappi ng

http://www.iallanis.info/smbl dap-tool ’docs/samba-|dap-howto/ (55 of 60) [6/23/2008 5:07:47 PM]




The Linux Samba-OpenL DAP Howto (Revision: 1.10)

gi dNunber: 551

cn: Backup Operators

description: Netbios Domain Menbers can bypass file security to back up files
sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739-551

sanbaG oupType: 2

di spl ayNane: Backup Operators

dn: cn=Repli cator, ou=G oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup

obj ect d ass: sambaG oupMappi ng

gi dNunber: 552

cn: Replicator

description: Netbios Domain Supports file replication in a sambaDonmai nName
sanbaSID: S-1-5-21-4231626423-2410014848-2360679739- 552

sanbaG oupType: 2

di spl ayNane: Repli cator

dn: cn=Donmai n Conput ers, ou=G oups, dc=i deal x, dc=org

obj ect d ass: posi xG oup

obj ect d ass: sambaG oupMappi ng

gi dNunber: 553

cn: Domai n Conputers

description: Netbios Domai n Conputers accounts

sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739- 553
sanbaG oupType: 2

di spl ayNane: Dorai n Conputers

#dn: cn=Adni ni strators, ou=G oups, dc=i deal x, dc=org

#obj ect C ass: posi xG oup

#obj ect O ass: sanbaG oupMappi ng

#9i dNunber : 544

#cn: Adm nistrators

#descri ption: Netbi os Domain Menbers can fully administer the conputer/
sanbaDonai nName

#sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739- 544

#sanbaG oupType: 2

#di spl ayNane: Admi nistrators

#dn: cn=Users, ou=G oups, dc=i deal x, dc=org

#obj ect  ass: posi xG oup

#obj ect d ass: sanmbaG oupMappi ng

#gi dNumber : 545

#cn: Users

#description: Netbios Donmain Ordinary users

#sanmbaS|I D: S-1-5-21-4231626423-2410014848-2360679739- 545
#sanbaG oupType: 2

#di spl ayNanme: users

#dn: cn=Quest s, ou=G oups, dc=i deal x, dc=org

#obj ect C ass: posi xG oup

#obj ect d ass: sanmbaG oupMappi ng

#gi dNunber : 546

#cn: Quests

#menber Ui d: nobody

#description: Netbios Donmain Users granted guest access to the conputer/
sanbaDomai nName

#sanmbaS|I D: S-1-5-21-4231626423-2410014848-2360679739- 546
#sanbaG oupType: 2

#di spl ayNanme: Cuests

#dn: cn=Power Users, ou=G oups, dc=i deal x, dc=org
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#obj ect C ass: posi xG oup

#obj ect d ass: sanmbaG oupMappi ng

#9i dNunber: 547

#cn: Power Users

#description: Netbios Domain Menbers can share directories and printers
#sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739- 547

#sanmbaG oupType: 2

#di spl ayNanme: Power Users

#dn: cn=Account Operators, ou=G oups, dc=i deal x, dc=org

#obj ect O ass: posi xG oup

#obj ect d ass: sanmbaG oupMappi ng

#9i dNunber: 548

#cn: Account Operators

#description: Netbios Domain Users to mani pul ate users accounts
#sanbaSI D: S-1-5-21-4231626423-2410014848-2360679739- 548
#sanbaG oupType: 2

#di spl ayNane: Account Operators

#dn: cn=Server Qperators, ou=G oups, dc=i deal x, dc=or g

#obj ect  ass: posi xG oup

#obj ect d ass: sanmbaG oupMappi ng

#gi dNuber : 549

#cn: Server Operators

#descri ption: Netbios Domain Server Operators

#sanmbaS|I D. S-1-5-21-4231626423-2410014848-2360679739- 549
#sanbaG oupType: 2

#di spl ayNanme: Server Operators

17.3 DSA accounts: smbldap-dsa.ldif

HereisaLDIF output of DSA accounts that may be used for administrative purpose.
dn: ou=DSA, dc=I DEALX, dc=0RG

obj ectd ass: top

obj ect O ass: organi zati onal Unit

ou: DSA

description: security accounts for LDAP clients

dn: cn=sanba, ou=DSA, dc=I DEALX, dc=0ORG
obj ectcl ass: organi zati onal Rol e

obj ectd ass: top

obj ect Cl ass: sinmpl eSecurityQObject
user Passwor d: sanbasecr et pwd

cn: sanba

dn: cn=nssl dap, ou=DSA, dc=I DEALX, dc=0RG
obj ectcl ass: organi zati onal Rol e

obj ectd ass: top

obj ect C ass: sinmpl eSecurityQObject

user Passwor d: nssl dapsecr et pwd

cn: nssl dap

dn: cn=snbl dap-t ool s, ou=DSA, dc=I DEALX, dc=CRG
obj ectcl ass: organi zati onal Rol e

obj ectd ass: top

obj ect C ass: sinmpl eSecurityQObject

user Passwor d: snbl dapsecr et pwd

cn: snbl dap-tools
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17.4 Implementation details

17.4.1 RedHat packages

TODO: present spec files for redhat packages we've made.

OpenLDAP

TODO: describe quicly what's new with this package, and present the spec file.
Samba

TODO: describe quickly what's new with this package, and present the spec file.
17.4.2 Samba-OpenL DAP on Debian Woody

The standard Samba Debian package is compiled with PAM Support. So you have to get the samba source and recompile
it yourself.

For this howto, | used Samba version 2.2.4-1:
# apt-get source sanba
Then, in the samba-2.2.4/debian edit the following files:

. rules: get rid of any pam compile options. | have added any missing options mentioned in this redhat howto. Also
comment some files which are not created (so don't install or move them):

61 [ -f source/Makefile ] || (cd source &% ./configure \
62 --host =$( DEB_HOST_GNU_TYPE) \

63 --bui | d=$(DEB_BU LD GNU TYPE) \

64 --with-fhs \

65 --prefix=/usr \

66 --sysconfdir=/etc \

67 --wWith-privatedir=/etc/sanba \

68 --local statedir=/var \

69 --with-netatal k \

70 --wW t h-smbrmount |\

71 --with-syslog \

72 --Wwi t h-sanbabook \

73 --with-utnm \

74 --with-readline \

75 --with-l1ibsnbclient \

76 --w t h-wi nbi nd \

77 --with-nmsdfs \

78 --wW t h-aut onount \

79 --w t h-acl -support \

80 --with-profile \

81 --disable-static \

82 --wi th-1dapsan)

131 #install -m 0644 source/ nssw tch/ pamw nbind.so \
132 #$(DESTDIR)/1i b/ security/

142 #mv $(DESTDI R) / usr/ bi n/ pam snbpass. so $(DESTDIR)/|i b/ security/
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182 #cp debi an/ sanba. pand $(DESTDI R)/ et c/ pam d/ sanba

. libpam-smbpass.files: get rid of the lib/security/pam_smbpass.so entry (yes the file is then empty),
. samba-common.conffiles: get rid of the /etc/pam.d/samba entry (yes the file is then empty)
. winbind.files: get rid of the lib/security/pam_winbind.so

Afterwards make a dpkg-buildpackage from the main directory level. when finished you have the .deb files ready to
be installed:

# dpkg -i samba-conmon_2.2.4-1_i386.deb libsnbclient_2.2.4-1_i386. deb
sanba 2.2.4-1 i386.deb snbclient 2.2.4-1 i386.deb snbfs_2.2.4-1 i 386. deb
swat _2.2.4-1 i386.deb winbind 2.2.4-1 i386.deb

1
some special Debian notes are provided for Woody in section 17
2
DNS resolution must be ok to use Samba without spending hours trying to understand why that think is supposed to work
and don't !
3
Seehttp://wwv pat hnanme. con f hs/
4
Seehttp://ww. freestandards. org/
5
remember: feel free to test under other distros and OS, and please report: we'll update this Howto
6
Thanks to Stefan Schleifer, a special Debian Woody section is available in section 17
/
binary package can befoundonht t p: //usl. sanba. or g/ sanba/ft p/ Bi nary Packages/ RedHat /
RPMS/ i 386/ 9. 0/
8
consult path-to-samba-sources/examples/L DA P/smbldap-tool s/
9
and additional needed schemas like core and nis for example
10
for Windows groups, both object class are needed. For unix group, the sambaGroupMapping is not needed
11
authconfig is a RedHat utility to configure you pam and nss modules
12
if you want to do this manually, a sample LDIF file presented on section 17.2 give you more details on what objects you
are going to add to the OpenL DAP database. Copy/paste it on afile named smbldap-base.|dif and add it using the
following command (type your admin DN password, 'mysecretpw' to complete the command when prompted): | dapadd -
x -h local host -D "cn=Manager, dc=I DEALX, dc=CRG' -f snbl dap-base.ldif -W
13
see 8.1 for moreinfo
14
http://sanba.ideal x. org and specially htt p: / / sanba. i deal x. or g/ snbl dap-tools.fr. htm
15

http://sanba.ideal x. org and speciadly htt p: // sanba. i deal x. org/ snbl dap-tools.fr. htn
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in fact, the one you gave in the section : 8.1.2
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